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Audit & Risk Committee 

Notice is hereby given pursuant to the 
provisions of the Local Government Act, 
1999, that the next Meeting of the Audit & 
Risk Committee will be held in the Council 
Chambers, 181 Unley Road Unley on 

Tuesday 06 August 2024 6:30pm 

for the purpose of considering the items 
included on the Agenda. 

Chief Executive Officer 
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Ngadlurlu Kaurna Miyurna yaitya yarta-mathanya Wama Tarntanyaku tampinthi. 
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We would like to acknowledge this land that we meet on today is the traditional 
lands for the Kaurna people and that we respect their spiritual relationship with 
their country.  

We also acknowledge the Kaurna people as the traditional custodians of the 
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*Kaurna Translation provided by Kaurna Warra Karrpanthi
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ORDER OF BUSINESS 

ITEM PAGE NO 

1. ADMINISTRATIVE MATTERS

1.1 APOLOGIES
Nil 

1.2 LEAVE OF ABSENCE 
Nil 

1.3 CONFLICT OF INTEREST 
Members to advise if they have any material, actual or perceived 
conflict of interest in any Items in this Agenda and a Conflict of 
Interest Disclosure Form (attached) is to be submitted. 

1.4 MINUTES 

1.4.1 Minutes of the Ordinary Audit and Risk Committee 
Meeting held Tuesday, 14 May 2024 were received and 
recommendations contained therein were adopted by 
Council at its meeting held Monday, 27 May 2024. 

Resolution No. C1264/24 

1.5 DEFERRED / ADJOURNED ITEMS 
Nil 

1.6  CENTENNIAL PARK CEMETERY AUTHORITY PRESENTATION 
(CONFIDENTIAL) 
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2. REPORTS

2.1 External Audit - Interim Audit Findings & Management 
Response 2023-24 7 

2.2 Internal Audit Function 25 

2.3 Quarterly Internal Audit Report 34 

2.4 Internal Audit: Plant Management Review (IA2024-01) 47 

2.5 Quarterly Risk Report (August 2024) 61 

2.6 Cyber Security Overview 73 

2.7 Updated 2024 Audit and Risk Committee Workplan (August 
2024) 75 

2.8 Report Summarising the Activities of the Audit and Risk 
Committee 81 

3. OTHER BUSINESS

NEXT MEETING 

Tuesday 22 October 2024 - 6:30pm 

Council Chambers, 181 Unley Road Unley 
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INFORMATION REPORT 

REPORT TITLE: EXTERNAL AUDIT - INTERIM AUDIT 
FINDINGS & MANAGEMENT RESPONSE 
2023-24 

ITEM NUMBER: 2.1 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: MAX MURAWSKY, FINANCE BUSINESS 

PARTNER  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: 1. INTERIM REPORT OF AUDIT FINDING

1. PURPOSE

This report presents the Interim Report – Audit Finding from the Council’s
External Auditors, Bentleys.  The Audit Finding Report presents the
findings regarding Council’s internal control environment, and
management responses, following the interim audit conducted in May
2024.

2. RECOMMENDATION

That:

1. The report be received.

2. The External Audit – Interim Audit Findings and management
responses as set out in Attachment 1 to this report (Item 2.1, Audit
and Risk Committee meeting 06/08/2024), be noted.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN

4. Civic Leadership
4.1 We have strong leadership and governance.
4.3 Our business systems are effective and transparent.

4. BACKGROUND

In accordance with section 125 of the Local Government Act 1999 (the
Act), Council must ensure that appropriate policies, practices, and
procedures of internal control are implemented and maintained in order to
assist the council to carry out its activities in an efficient and orderly
manner to achieve its objectives, to ensure adherence to management
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policies, to safeguard assets, and to secure the accuracy and reliability of 
council records. 

The Audit and Risk Committee has a responsibility under Section 126(4)(f) 
of the Act, and in its Terms of Reference, to review the adequacy of the 
accounting, financial internal controls, reporting and other financial 
management systems and practices of the Council on a regular basis. 

Bentleys were appointed as Council’s External Auditors for a period of five 
years in November 2023, following a recommendation from the Audit and 
Risk Committee and endorsement from Council.  The audit for the 2023-24 
financial year is the first audit undertaken by Bentleys under the current 
appointment. 

Under Section 129(1)(b) of the Act, the External Auditors are required to 
undertake an audit of the controls utilised by the council during the 
financial year.  Under Section 129(3)(b), the External Auditors are required 
to provide an audit opinion as to whether the controls provide reasonable 
assurance that the financial transactions have been conducted properly. 

As part of Council’s 2023-24 external audit, Bentleys have undertaken an 
assessment of Council’s internal control environment and provided their 
findings in the Interim Report of Audit Finding which is included in 
Attachment 1. 

Attachment 1 

5. DISCUSSION

Bentleys have reported in their 2023-24 Interim Report of Audit Finding
that “no material matters have been raised”.  There were seven matters
reported to management, however they were deemed immaterial, with no
impact on their opinion of the control environment.  Bentleys advise that
they intend on issuing “an unmodified audit opinion over the internal
control environment of City of Unley, pending any outstanding
information”.

The report also lists the identified audit risks relating to the financial
statements and the current year audit.  A majority of these are pending
testing at the year end external audit.

A summary of the matters raised by Bentleys and the management
response is included in the below table. Full details are included in the
Interim Report of Audit Finding letter (Attachment 1).
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Issue 
No. 

Issue Management Response 

1 Monthly Reconciliations 
No reconciliations have been 
reviewed since January 2024.  Also 
noted that the reconciliations for the 
first 6 months of the year were not 
reviewed until December 2023. 

Balance sheet reconciliations are generally 
undertaken on a monthly basis.  A formal 
review process has been established but 
has proven to be time consuming to 
prepare and review.   
The finance team commit to reviewing the 
process and identifying a schedule with a 
risk-based approach, cognisant of the size 
of the finance team. 

2 Changes to Supplier Masterfile 
Ambiguity as to whether an 
independent review of changes to the 
supplier Masterfile is occurring.  Also 
noted that audit trail reports for the 
supplier Masterfile have not been 
reviewed. 

The process of independently reviewing 
supplier master file changes has been 
amended to ensure appropriate 
documentation is maintained. 
The Finance Team will implement a 
monthly review of the Audit Trail Report by 
September 2024. 

Issue 
No. 

Issue Management Response 

3 Review of age payable listing 
Could not obtain evidence that 
reviews of age payable listing were 
occurring on a regular basis. 

A monthly review of the aged payable 
listing presently occurs but is not formally 
documented.  This will be documented from 
the end of July 2024. 

4 Invoice approval 
Numerous invoices that were not 
approved in accordance with the 
delegation of authority. 

The Finance and Procurement Team are 
presently scoping a new end-to-end 
workflow procure-to-payment process 
which is scheduled for completion in June 
2025. 
In the meantime, the Finance and 
Procurement Team will educate those 
receipting goods that the invoice needs to 
be approved by an officer with the 
appropriate financial delegation. 

5 Methodology for project costing 
and overhead allocation 
There is no policy in place for project 
costing and overhead allocation. 
Further, a fixed percentage of total 
other costs incurred is considered as 
overheads, rather than actual 
overheads. 

Project overheads are presently based on 
an existing methodology with indexation 
applied each year and allocated to the 
projects proportional to the capital 
expenditure in that year. 
The methodology will be reviewed by 
February 2025 in preparation for the 
2025/26 budget.  An administrative 
guidance paper will be finalised by April 
2025. 

6 Contract management 
No formal process in place for 
contract management. 

The draft Contract Management Framework 
was completed in April 2024 and is 
presently being reviewed by the Executive 
Leadership Team and Managers.  It is 
scheduled to be finalised in October 2024, 
with training to be undertaken by March 
2025. 
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7 Policy Documents 
Many policies are outdated and have 
not been reviewed as of the due date. 

The Governance team have established a 
Policy and Review Register, a summary of 
which was presented to the Audit and Risk 
Committee in May 2024. The scheduled 
review of policies is provided in Attachment 
1. 

An update on the progress of the agreed management actions from the 
interim audit will be monitored on a quarterly basis by the Executive 
Leadership Team and included in a quarterly report to the Audit and Risk 
Committee. 

6. REPORT AUTHORISERS

Name Title 
Alex Brown Acting General Manager Corporate Support 
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INFORMATION REPORT 

REPORT TITLE: INTERNAL AUDIT FUNCTION 
ITEM NUMBER: 2.2 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: ALEX BROWN, ACTING GENERAL MANAGER 

CORPORATE SUPPORT  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: 1. POSITION DESCRIPTION PRINCIPAL

RISK MANAGEMENT OFFICER

1. PURPOSE

This report serves to advise the Audit and Risk Committee on the
proposed appointment of the Principal Risk Management Officer, Jim
Phillips, as the person to be primarily responsible for the Council’s internal
audit function in accordance with Section 125A of the Local Government
Act 1999.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN

4. Civic Leadership
4.3 Our business systems are effective and transparent.

4. BACKGROUND

Changes to the Local Government Act 1999 (the Act), as part of the Local
Government Reforms that come into effect on 30 November 2023, require
the following under Section 125A(1) of the Act.

“The chief executive officer of a council that has an internal audit 
function must, before appointing a person to be primarily responsible 
for the internal audit function, or assigning such responsibility to an 
employee of the council, consult with the relevant audit and risk 
committee on the appointment or assignment of responsibility. 
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Section 125A(2) of the Act specifies that the person primarily responsible 
for the Internal Audit Function must report directly to the Audit and Risk 
Committee.  

Pursuant to Section 103(1) of the Act, the chief executive officer is 
responsible for appointing, managing, suspending and dismissing the 
other employees of the council (on behalf of the council).  Although the 
Audit and Risk Committee cannot direct the appointment of the internal 
auditor, any feedback from the Committee regarding the proposed 
appointment will be considered by the Chief Executive Officer prior to 
confirming the appointment. 

5. DISCUSSION

The Principal Risk Management Officer, Jim Phillips, is proposed to be the
person primarily responsible for the Council’s internal audit function in
accordance with Section 125A.

The Position Description of the Principal Risk Management Officer
(Position Description) is provided in Attachment 1.

Attachment 1 

A key objective of the Principal Risk Management Officer within the 
Position Description is to “provide expert advice, support and assistance 
relevant to the development and delivery of the Internal Audit Plan 
including the conduct of Internal Audit Engagements across the 
organisation.” 

The Position Description details the following responsibilities in relation to 
Internal Audit: 
• Develop and deliver a risk based internal audit plan, including

preparation of audit briefs, audit reports and regular reporting on
progress of the Internal Audit Plan to the Executive Management
Team and Audit Committee of Council.

• Monitor and report on delivery of management actions required as a
consequence of findings made through audit processes.

• Where required, engage and manage external resources to facilitate
the delivery of internal audits in accordance with the approved
Internal Audit Plan.

• Coordinate the operations of the Audit Committee, including
preparation and distribution of Committee Agenda/Reports,
attendance/minute taking at meetings, and implementation of Council
resolutions as required.

• Contribute as required to the conduct of the external audit process,
including liaison with the external auditor in relation to internal audit
actions and findings.
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Jim Phillips was first engaged by City of Unley in April 2023 as a 
temporary contractor, before commencing employment as the Principal 
Risk Management Officer in August 2023.  

Prior to commencing at the City of Unley, Jim had 10 years of experience 
in the risk and audit field as a Senior Internal Auditor and Principal Risk 
Management Consultant for the Department of Human Services. He holds 
a Graduate Certificate in Internal Audit from the Australian Institute of 
Internal Auditors. 

Jim has established a detailed understanding of the City of Unley’s risk 
management environment since April 2023, having led the following 
packages of work: 
• The review of the Risk Management Policy, Risk Management

Framework, Risk Consequence Matrix and Risk Appetite Statements;
• The schedule reviews of the Strategic Risk Register, Operational

Risk Register, and Internal Financial Controls;
• The conduct of four internal audits:

o Regulatory Services Audit,
o Property Leases and Licences Audit,
o Payroll – Overtime and TOIL (Time-off in lieu),
o Plant Management; and

• The management of the annual insurance renewal process and
processing of insurance claims.

The Executive Leadership Team considers Jim to be a person with the 
appropriate skills and expertise to be responsible for the internal audit 
function. It has endorsed a recommendation from the Acting General 
Manager Corporate Support for Jim Phillips to be the person appointed by 
Chief Executive Officer in accordance with Section 125A of the Act. 

6. REPORT AUTHORISERS

Name Title 
Peter Tsokas Chief Executive Officer 
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INFORMATION REPORT 

REPORT TITLE: QUARTERLY INTERNAL AUDIT REPORT 
ITEM NUMBER: 2.3 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: JIM PHILLIPS, PRINCIPAL RISK 

MANAGEMENT OFFICER  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: 1. IA2024-02 PROJECT MANAGEMENT

FRAMEWORK BRIEF
2. OUTSTANDING AUDIT ACTIONS -

AUGUST 2024

1. PURPOSE

This report provides an update on the progress of the Internal Audit Plan
for the quarter, April - June 2024  and the status of agreed management
actions arising from internal audits.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN

4. Civic Leadership
4.1 We have strong leadership and governance.

4. BACKGROUND

The Audit and Risk Committee has a responsibility under Section
126(4)(g)(i) of the Local Government Act 1999, and in its Terms of
Reference, to undertake the following if the council has an internal audit
function:
(A) providing oversight of planning and scoping of the internal audit work

plan; and
(B) reviewing and commenting on reports provided by the person

primarily responsible for the internal audit function at least on a
quarterly basis.
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In order to meet the legislative requirements, a quarterly Internal Audit 
Report will be prepared for the Audit and Risk Committee to: 
• Inform the Committee of the proposed scope of each internal audit;
• Provide an update on the progress of internal audits within the

endorsed Internal Audit Plan; and
• Advise the status of the agreed management actions arising from the

internal audits (presently done on a six monthly basis).

From the commencement of the 2025 calendar year, and to the extent that 
it is reasonably practical, the proposed scope of each internal audit will be 
prepared in advance and included in the Quarterly Internal Audit Report. 
This will allow the Committee to provide feedback on the internal audit 
scopes prior to the commencement of the internal audits. 

5. DISCUSSION

Internal Audit Program Progress

Plant Management

An internal audit of Plant Management has been completed as scheduled
and is included in the agenda of this meeting (6 August 2024) as Item 2.3.
This audit recommends five (5) new agreed management actions, the
status of which will be reported in the next Quarterly Internal Audit Report
in November.

Project Management Framework

An internal audit scope has been developed and endorsed by the
Executive Leadership Team for the implementation of an audit into the
Council’s Project Management Framework. The scope is provided in
Attachment 1.

Attachment 1 

This internal audit has commenced and will be completed in September to 
be included in the Agenda for the Audit and Risk Committee Meeting on 
Tuesday 22 October 2024. 

Internal Audit – Procurement and Contract Management 

The scope of this internal audit is presently being considered and will 
commence in late August. It is scheduled to be completed in October for 
inclusion in the Agenda for the Audit and Risk Committee Meeting on 
Tuesday 12 November 2024. 
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Status of Agreed Management Actions from previous Internal Audits 

There are two previous audits which had management actions in progress 
at the last update provided in May 2024: 
• Procurement Off-contract Expenditure (September 2022)
• Property Leases and Licences (July 2023)

A total of 10 management actions were identified across these two audits. 
Of these, six (6) had been previously completed, a further two (2) have 
since been completed, and two (2) are still in progress. 

The following table provides a summary of the status of the current agreed 
management actions: 

Risk Findings Risk 
Rating 
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Procurement Off-contract Expenditure 
POCE1: Non-compliance with Policy 
and Framework High 3 2 1 - - 1 3 

POCE2: Council panel contract 
renewal Medium 2 1 1 - - 1 2 

POCE3: Use of Local Government 
Association (LGA) Vendor Panel Low 1 1 - - - - 1 

Property Leases and Licences 
LL1: Monitoring the expiry and 
reporting of lease renewal/new 
leases  

High 2 - 2 - 2 - - 

LL2: Process to review the 
calculation of rents Medium 1 1 - - - - 1 

LL3: Secure access to the key safe Medium 1 1 - - - - 1 
Total 10 6 4 - 2 2 8 

An update on the progress of open actions is contained within Attachment 
2. 

Attachment 2 

The next update on the progress of agreed management actions will be 
provided in November. 
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6. REPORT AUTHORISERS

Name Title 
Alex Brown Acting General Manager Corporate Support 
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INFORMATION REPORT 

REPORT TITLE: INTERNAL AUDIT: PLANT MANAGEMENT 
REVIEW (IA2024-01) 

ITEM NUMBER: 2.4 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: JIM PHILLIPS, PRINCIPAL RISK 

MANAGEMENT OFFICER  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: 1. IA2024-01 PLANT MANAGEMENT

REPORT

1. PURPOSE

This report presents the findings of the internal audit IA2024-01 Plant
Management as a planned audit approved by the Audit and Risk
Committee at the meeting held 13 February 2024.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN

4. Civic Leadership
4.3 Our business systems are effective and transparent.

4. BACKGROUND

The Audit and Risk Committee endorsed the 2024 Internal Audit Program
at its meeting on Tuesday 13 February 2024. The first internal audit
planned for 2024 was Plant Management. This audit was to include “a
review of major and minor plant (excluding light fleet) to ensure that
purchases and disposals have been appropriately recorded, and that
maintenance schedules are current.”

Effective plant lifecycle management ensures optimal utilisation, cost
control and compliance throughout the plant’s lifespan.  This report uses
the major plant lifecycle to track the Council’s use and management of
plant and equipment.  The key segments of the plant lifecycle include
planning and acquisition, use, maintenance, and disposal.
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The Principal Risk Management Officer and Internal Auditor, Jim Phillips, 
has undertaken an independent, evidence-based assessment of the 
management of major and minor plant (excluding light fleet) currently 
operated and disposed of by the City of Unley (Council). 

5. DISCUSSION

Audit objective and scope

The objective of the audit was to undertake an independent evidence-
based review of the major and minor plant (excluding light fleet) currently
managed, operated and disposed of by the Council.

The audit tested compliance with the Plant Procedure (Doc set id
2317277) to ensure the provision and maintenance of safe plant and
systems of work.

The audit verified whether the purchases and disposals had been
appropriately managed and recorded in line with Council procurement and
disposal policies and procedures.

It also considered whether major and minor plant maintenance schedules
are maintained and up to date, and that access and use of plant is within
Council guidelines.

Findings

An internal audit report has been completed and is contained in
Attachment 1.

Attachment 1 

Based on the testing undertaken and evidence collated and reviewed, this 
audit can only provide a moderate level of assurance that the policies, 
procedures, and arrangements are adequate and effective in the 
management of plant at the Depot. 

Although this review did not identify any fraud or corruption, only limited 
assurance can be given that the existing control environment provides 
effective protection against these matters due to the lack of a safe system 
of listing and managing minor plant. 

The key findings and improvement opportunities from this review include: 
• The key guiding document “Plant Procedure” was last reviewed in

2018 and was due for review in 2021.
• There is lack of clarity regarding the roles that the different business

units play in the plant management process. This confusion also
made it difficult to access relevant records.

• The lack of clear lines of responsibility could result in plant being
overlooked for registration or maintenance and servicing causing the
loss of warranty or insurance cover.
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• The absence of a comprehensive minor plant register leaves the
organisation open to theft of equipment; and

• During the audit, new processes were being implemented to track
daily checking of plant prior to use as well as maintenance
scheduling.  The Internal Audit will conduct a small, targeted review
to assess the adequacy and effectiveness of the new processes.

The following actions, arising from the findings, have been recommended: 
• That City Operations work with relevant business units to review the

Plant Procedure.
• That as part of the implementation of the reviewed Plant Procedure,

a workflow be developed and implemented across the relevant
business units involved in the process of purchasing, maintenance,
assessment, and decommissioning plant, that identifies key points of
accountability.

• That City Operations nominate one officer responsible for
maintaining a Plant register and that this be maintained in the most
appropriate electronic system.

• That City Operations consider the feasibility of implementing a bar
code system for the identification and management of minor plant;
and

• That Internal Audit conduct a targeted review of the adequacy and
effectiveness of the processes of pre-operational testing, inspections,
and maintenance scheduling.

Management has agreed with these recommendations and set target 
dates for the agreed actions. 

The progress of completing the agreed actions will be reported quarterly 
as part of the Quarterly Internal Audit Report, with the first update to be 
provided in November 2024. 

6. REPORT AUTHORISERS

Name Title 
Alex Brown Acting General Manager Corporate Support 
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INFORMATION REPORT 

REPORT TITLE: QUARTERLY RISK REPORT (AUGUST 2024) 
ITEM NUMBER: 2.5 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: JIM PHILLIPS, PRINCIPAL RISK 

MANAGEMENT OFFICER  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: 1. QUARTERLY STRATEGIC RISK REVIEW

- STRATEGIC RISK REGISTER

1. PURPOSE

This report informs the Audit and Risk Committee of updates to the
Strategic Risk Register following the quarterly review of strategic risks by
the Executive Leadership Team.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN
4. Civic Leadership
4.1 We have strong leadership and governance.
4.3 Our business systems are effective and transparent.

4. BACKGROUND

Section 126(4)(h) of the Local Government Act 1999, and the Audit and
Risk Committee’s Terms of Reference, require the Committee to review
and evaluate “the effectiveness of policies, systems and procedures
established and maintained for the identification, assessment, monitoring,
management and review of strategic, financial and operational risks on a
regular basis.”

The Strategic Risk Register is reviewed by the Executive Leadership
Team on a quarterly basis and includes:
• identifying any new or emerging risks,
• monitoring the progress of existing treatment plans,
• documenting new treatments plans that have been implemented, and
• reviewing the residual risk rating.
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A detailed review of the Operational Risk Register is undertaken annually, 
with the last detailed review completed in November 2023. No operational 
risks had a residual risk rating of high or extreme. 

The Operational Risk Register continues to be monitored regularly, with 
any operational risks with a residual rating of high or extreme reported to 
the Committee. 

The Administration has recently reviewed the Risk Management Policy 
and Framework, with the Risk Appetite Statement, Risk Consequence 
Matrix, and Risk Assessment Matrix revised. A comprehensive review of 
the Strategic Risk Register and Operational Risk Register will be 
undertaken using the revised framework. 

5. DISCUSSION

The Executive Leadership Team completed a review of the Strategic Risk
Register on 9 July 2024. The updated Register is included in Attachment 1,
with the changes identified in blue text.

Attachment 1 

New treatment plans have been included as follows: 
• Strategic Risk #1: Failure to maintain financial sustainability:

Developing Strategic Property Guideline
• Strategic Risk #2: Inability to meet the needs and expectations of the

community: Review and simplify Strategic Planning Framework
• Strategic Risk #4: Inability to manage legislative and regulatory

compliance obligations: Precinct groups provide six monthly reports
to BDAC and Council.

Existing controls/mitigation practices have been updated as follows: 
• Strategic Risk #3: Ineffective decision making that lacks

transparency: Unley 360 Framework for Community Engagement.
• Strategic Risk #4: Inability to manage legislative and regulatory

compliance obligations: Quarterly Precinct Group meeting to focus
on administration and governance, and governance training provided
every two years.

• Strategic Risk #5: Workforce not appropriately skilled or engaged:
Organisational restructure to better align with the focus of the
Community Plan, and Establishment of the Senior Leadership Forum

One existing risk was added to Strategic Risk #1: Failure to maintain 
financial sustainability, which was the purchase of property not aligned to 
Council strategic property objectives. 

No new emerging strategic risks have been identified. 



Page 63 of Audit & Risk Committee Meeting Agenda 06 August 2024 

The Executive Leadership Team will review the Strategic Risk Register in 
detail following the finalisation of the Community Plan 2050, which is 
scheduled to be adopted by Council in October 2024. 

6. REPORT AUTHORISERS

Name Title 
Alex Brown Acting General Manager Corporate Support 
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INFORMATION REPORT 

REPORT TITLE: CYBER SECURITY OVERVIEW 
ITEM NUMBER: 2.6 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: NAOMI MOLLOY, ACTING MANAGER 

BUSINESS SYSTEMS & SOLUTIONS  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: NIL 

1. PURPOSE

This report provides the background for a confidential presentation to the
Audit and Risk Committee Members during the meeting regarding the
Council’s approach to managing and mitigating the risks associated with
cyber security.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN

4. Civic Leadership
4.1 We have strong leadership and governance.

4. BACKGROUND

Cyber security and the risk of cyber-attack are not new concepts to IT
operations and workplans. However, the risk of cyber-attacks has
increased in recent years, particularly due to the expansion of the digital
workplace following the COVID-19 pandemic.

The Council has recently created a strategic approach to the mitigation
and management of cyber security risks which will help determine the
breadth of work conducted. This approach has already helped inform a
policy framework to guide our operations and response in the event of a
cyber-attack.
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5. DISCUSSION

In 2022 the Executive Management Team endorsed an approach to
managing and mitigating cyber security across our business systems and
operations. This approach has assisted in guiding the rigor that we use to
apply security controls, as well as to inform policy development.

When implementing cyber security practices, there are often varying
degrees of control that can be applied. The Local Government Information
Technology SA (LGITSA) has established a Cyber Security Framework
and Toolkit takes a risk-based approach to applying security controls, and
has been specifically developed and documented to suit Local
Government operations. The controls also leverage components of State
and Federal Frameworks, making it the most tailored and adaptable
approach for the sector.

The LGITSA Framework uses a three-tier system to categorise the
characteristics and information used by a council to outline a desired
approach to applying controls. Once the Tier is determined, the
Framework allows a council to self-assess, and guide the technical
application of further controls, and align those controls to relevant policies
to support the approach.

A formal operational workplan has since been established following the
endorsement of the approach utilising the LGITSA Framework. Internal
policies have been developed, reviewed and updated in accordance with
the approach.

While cyber security is an ever-evolving domain, the LGITSA Framework
has assisted the Administration to develop a relevant and tailored
approach to mitigating cyber threats, and a structured approach to
implementing controls.

6. REPORT AUTHORISERS

Name Title 
Alex Brown Acting General Manager Corporate Support 
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DECISION REPORT 

REPORT TITLE: UPDATED 2024 AUDIT AND RISK 
COMMITTEE WORKPLAN (AUGUST 2024) 

ITEM NUMBER: 2.7 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: JIM PHILLIPS, PRINCIPAL RISK 

MANAGEMENT OFFICER  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: 1. UPDATED AUDIT & RISK COMMITTEE

WORKPLAN 2024 (AUGUST 2024)

1. PURPOSE

This report proposes an updated Audit and Risk Committee Workplan (the
Workplan) for the 2024 calendar year.

The proposed updates to the Workplan only increase and enhance the
activities of the Committee. They do not alter or delay the existing activities
within the Committee’s previously endorsed Workplan.

2. RECOMMENDATION

That:

1. The report be received.

2. The proposed 2024 Audit and Risk Committee Workplan as set out in
Attachment 1 to this report (Item 2.7, Audit and Risk Committee
Meeting, 06/08/2024) be endorsed.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN

4. Civic Leadership
4.1 We have strong leadership and governance.
4.3 Our business systems are effective and transparent.

4. BACKGROUND

The purpose of the Audit and Risk Committee (the Committee) is to provide
independent assurance and advice to the Council on accounting, financial
management, internal controls, risk management and governance matters
in accordance with Section 126 of the Local Government Act 1999.
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The Audit and Risk Committee Workplan is developed to guide and report 
on the Committee’s activities each year, and to ensure that the Committee 
delivers on its responsibilities as set out in the Audit and Risk Committee 
Terms of Reference. 

The 2024 Audit and Risk Committee Workplan was considered and 
endorsed by the Committee at its meeting on 13 February 2024. At the 
time, it was advised that the Workplan would be reviewed by the 
Administration before each meeting, and be updated as required. 

5. DISCUSSION

The 2024 Audit and Risk Committee Workplan (Workplan) has been
updated, with the proposed Workplan contained in Attachment 1.

Attachment 1 

The proposed updates to the Workplan only increase and enhance the 
activities of the Committee. They do not alter or delay the existing activities 
within the Committee’s previously endorsed Workplan.  

The proposed updates to the Workplan include the following: 
• A Quarterly Internal Audit Progress Report which will provide an

update on the internal audit function as required by Section
126(4)(g)(i)(A) of the Local Government Act 1999. This will include
an update on the progress of the Internal Audit Program, and the
progress of agreed management actions arising from the internal
audits;

• A confidential briefing on Cyber Security for the August 2024
meeting;

• The review of the Council’s Unsolicited Proposal Policy, scheduled
for the October 2024 meeting; and

• This proposed update to the 2024 Workplan (as contained in this
Report).

As previously advised, the Committee’s Workplan will be reviewed by 
Administration before each Audit and Risk Committee meeting to ensure 
the Committee delivers on its responsibilities as set out in the Audit and 
Risk Committee Terms of Reference. Any substantive updates proposed 
to the Workplan will be presented to the Audit and Risk Committee for 
endorsement. 

Endorsement of the proposed update to the Workplan is sought from the 
Committee. 

6. POLICY IMPLICATIONS

6.1 Financial/budget implications
• Nil
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6.2 Risk Management (identification and mitigation) 
• A risk based approach has been applied in identifying the priorities

for the proposed Workplan.

6.3 Staffing/Work Plans/Additional Resource Impact 
• The proposed Workplan has been prepared with consideration to

Administration’s capacity deliver the proposed Workplan. It will be
monitored and updated as required to ensure that the Committee
delivers its role as set out in the Audit and Risk Committee Terms of
Reference.

6.4 Climate/Environmental Impact 
• Nil

6.5 Social/Economic 
• Nil

7. ANALYSIS OF OPTIONS

Option 1 –

1. The report be received.

2. The proposed 2024 Audit and Risk Committee Workplan as set out in
Attachment 1 to this report (Item 2.7, Audit and Risk Committee
Meeting, 06/08/2024) be endorsed.

The updated 2024 Audit and Risk Committee Workplan has been 
prepared to assist the Committee to fulfil its responsibilities as outlined 
within the Audit and Risk Committee Terms of Reference. 

Option 2 – 

1. The report be received

2. Subject to incorporation of the following amendments, the proposed
2024 Audit and Risk Committee Workplan as set out in Attachment 1
to this report (Item 2.7, Audit and Risk Committee Meeting,
06/08/2024) be endorsed.
2.1 Amendments to be determined the Audit and Risk Committee
2.2 Etc

This option enables the Committee to articulate any changes required to 
the updated Workplan, and to recommend these be incorporated by 
Council at the time of adoption. 

Should the Committee wish to amend the proposed Workplan, 
consideration should be given to the available resourcing and additional 
resourcing that may be required to deliver a modified Workplan. 
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Option 3 – 

1. The report be received.

2. The proposed 2024 Audit and Risk Committee Workplan as set out in
Attachment 1 to this report (Item 2.7, Audit and Risk Committee
Meeting, 06/08/2024) be further amended and returned to the Audit
and Risk Committee for review.

The Committee may consider that further amendments are required to the 
proposed Workplan. This option requests further development of the 
Workplan, and that it be returned to the Committee at the next meeting. 

The Committee should, under this option, communicate what amendments 
it would like to have made, and the resourcing that may be required. 

8. RECOMMENDED OPTION

Option 1 is the recommended option.

9. REPORT AUTHORISERS

Name Title 
Alex Brown Acting General Manager Corporate Support 
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INFORMATION REPORT 

REPORT TITLE: REPORT SUMMARISING THE ACTIVITIES OF 
THE AUDIT AND RISK COMMITTEE 

ITEM NUMBER: 2.8 
DATE OF MEETING: 06 AUGUST 2024 
AUTHOR: MAX MURAWSKY, FINANCE BUSINESS 

PARTNER  
DIVISION: CORPORATE SUPPORT 
ATTACHMENTS: 1. ARC PRESIDING MEMBERS REPORT 30

JUNE 2024

1. PURPOSE

This report summarises the work of the Audit and Risk Committee during
the period preceding the meeting and the outcomes of the meeting held on
6 August 2024.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES – FOUR YEAR DELIVERY PLAN

4. Civic Leadership
4.1 We have strong leadership and governance.

4. BACKGROUND

Section 126(8)(a) of the Local Government Act 1999 requires the Audit
and Risk Committee to provide a report to the Council after each meeting
summarising the work of the committee during the period preceding the
meeting and the outcomes of the meeting.

5. DISCUSSION

Period Preceding the Meeting

The Presiding Member prepared and presented an annual report of the
Audit and Risk Committee’s activities for the 2023-24 financial year to the
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Council Meeting on 22 July 2024. A copy of the report is provided in 
Attachment 1. 

Attachment 1 

There was no other work formally undertaken by the Audit and Risk 
Committee in the period preceding this meeting. It is anticipated that 
individual members of the Committee would have read the Agenda for this 
meeting held on 6 August 2024. 

Outcomes of the Meeting 

At the meeting held on 6 August 2024, the following items were presented 
to the Audit and Risk Committee: 

1. Presentation by the Centennial Park Cemetery Authority
An annual presentation was provided by the Chief Executive Officer
and Chief Financial Officer of the Authority. The presentation
included a summary of the risk management activities relevant to the
Owner Councils. The presentation was confidential due to
commercial operations of the Authority.

2. External Audit – Interim Audit Findings & Management
Response 2023-24
This report considered the Interim Report – Audit Finding from the
Council’s External Auditors, Bentleys.  Bentley’s report presented the
findings and management responses following Bentley’s Interim
Audit on the Council’s internal control environment.

3. Internal Audit Function
This report served to advise the Audit and Risk Committee on the
proposed appointment of the Principal Risk Management Officer, Jim
Phillips, as the person to be primarily responsible for the Council’s
internal audit function in accordance with Section 125A of the Local
Government Act 1999.

4. Internal Audit: Plant Management Review (IA2024-01)
This report presented the findings of the Internal Audit IA2024-01
Plant Management which was a planned audit approved by the Audit
and Risk Committee at the meeting held 13 February 2024.

5. Quarterly Internal Audit Report
This report presented an update on the progress of the Internal Audit
Plan for the quarter, the proposed scope of the Internal Audit on the
Project Management Framework, and the status of agreed
management actions arising from internal audits.
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6. Quarterly Risk Report (August 2024)
This report informed the Audit and Risk Committee of updates to the
Strategic Risk Register following the quarterly review of strategic
risks by the Executive Leadership Team.

8. Cyber Security Overview
This report provided the background for a confidential presentation to
the Audit and Risk Committee Members regarding the Council’s
approach to managing and mitigating the risks associated with cyber
security. The confidential presentation was provided by members of
the Business Systems and Solutions Team.

7. Updated 2024 Audit and Risk Committee Workplan (August
2024)
This report proposed updates to the Audit and Risk Committee
Workplan for the 2024 calendar year. The updates to the Workplan
only increase and enhance the activities of the Committee and did
not alter or delay the existing activities within the Committee’s
previously endorsed workplan.

Where applicable, the outcomes of the above will be summarised in the 
meeting minutes to be presented to Council. 

The next meeting of the Audit and Risk Committee is scheduled for 22 
October 2024. 

6. REPORT AUTHORISERS

Name Title 
Alex Brown Acting General Manager Corporate Support 
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