THE CITY of

U

Audit Committee

Notice is hereby given pursuant to the
provisions of the Local Government Act,
1999, that the next Meeting of the Audit
Committee will be held in the Council
Chambers, 181 Unley Road Unley on

Tuesday 18 August 2020 6.30

for the purpose of considering the items
included on the Agenda.

I

Chief Executive Officer






MEMBERS

Presiding Member D Powell (Presiding Member)
Councillor K. Anastassiadis

Councillor M. Broniecki

Independent Member N Handley

Independent Member A Martin

ACKNOWLEDGEMENT

We would like to acknowledge this land that we meet on today is the traditional
lands for the Kaurna people and that we respect their spiritual relationship with
their country.

We also acknowledge the Kaurna people as the custodians of the Adelaide region

and that their cultural and heritage beliefs are still as important to the living Kaurna
people today.
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ORDER OF BUSINESS

ITEM

1. ADMINISTRATIVE MATTERS
1.1 APOLOGIES
Nil
1.2 LEAVE OF ABSENCE
Nil

1.3 CONFLICT OF INTEREST

PAGE NO

Members to advise if they have any material, actual or perceived
conflict of interest in any Items in this Agenda and a Conflict of

Interest Disclosure Form (attached) is to be submitted.

1.4 MINUTES

1.4.1 Minutes of the Ordinary Audit Committee Meeting held

Tuesday, 12 May 2020

15 DEFERRED/ADJOURNED ITEMS
Nil

2. PRESENTATION

2.1 Centennial Park Cemetary Authority — Budget and Risk Update

Janet Miller — Chief Executive Officer
Nadia Andjelkovic — Manager Corporate Services

3. REPORTS
3.1 External Audit - Agreed Action Status Report
3.2 Internal Financial Controls - Self Assessment - 2019/2020
3.3 Strategic Risk Register
3.4  Operational Risk Register

3.5 Audit Committee Workplan - update

4. OTHER BUSINESS
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48
59

85



NEXT MEETING
Tuesday 13 October 2020 - 6.30pm

Council Chambers, 181 Unley Road Unley
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INFORMATION REPORT

REPORT TITLE: EXTERNAL AUDIT - AGREED ACTION
STATUS REPORT

ITEM NUMBER: 3.1

DATE OF MEETING: 18 AUGUST 2020

AUTHOR: MICK WETHERALL

JOB TITLE: ACTING MANAGER FINANCE &
PROCUREMENT

ATTACHMENTS: 1. DETAILED AUDIT FINDINGS

1. EXECUTIVE SUMMARY

Council must ensure that appropriate policies, practices and procedures of
internal control are maintained in order to assist the Council to carry out its
activities in an effective and efficient manner.

The internal controls are subject to an annual audit and any opportunities
for improvement are brought to the attention of Council, the Audit
Committee and management through the auditors Audit Completion
Report. The Audit report identifies any internal control deficiencies, or
findings, and offers recommendations for improvement.

This report serves to inform the Audit Committee on the progress being
made by the administration in implementing the recommendations of the
Auditors findings as identified during the 2018-2019 audit. An update
report will continue to be presented to the Committee until all
recommendations have been implemented.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES/POLICIES

4. Civic Leadership
4.3 Our business systems are effective and transparent.
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BACKGROUND

In accordance with Section 125 of the Local Government Act 1999,
Council must ensure that appropriate policies, practices and procedures of
internal control are implemented and maintained in order to assist the
council to carry out its activities in an efficient and orderly manner to
achieve its objectives, to ensure adherence to management policies, to
safeguard assets and to secure the accuracy and reliability of council
records.

The Audit Committee has a responsibility under the Local Government Act
1999 and its Terms of Reference to review the adequacy of the
accounting, internal control, reporting and other financial management
systems and practices of the council on a regular basis.

As a part of Council’'s 2018-2019 audit, the external auditors, Galpins,
undertook an assessment of 100 internal financial controls and provided
its findings in its Management Letter. This advice was presented to the
Audit Committee at its meeting held on 11 November 2019 as part of the
Committee’s considerations of the 2018-2019 General Purpose Financial
Statements. The Committee resolved that the suite of financial statements,
auditors reports and certifications be recommended for presentation to the
Council for adoption.

Galpins reported that overall the Council demonstrated a high level of
compliance with the internal control framework consistent with the
principles within the Better Practice Model.

It was found that the majority of key internal controls reviewed were
operating effectively. In all, 100 core controls were reviewed, 78 controls
were operating effectively and 23 controls were identified where
improvements could be made to further enhance their effectiveness. The
less effective controls were risk rated as high, medium or low or could be
improved as a matter of achieving best practice.

A summary of the results of the review is provided in the table below:

Operating
Effectively
2019

Controls
Reviewed

2019 Findings

Business cycles

Purchasing & Procurement/Contracting
Fixed Assets 16 13
General Ledger 11 9 -
Accounts Payable 13 10 1
Rates / Rates Rebates 10 8 -
Payroll 19 15 2
Receipting 5 4 1
Credit Cards 5 -
Banking -
Debtors -
4
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DISCUSSION

This report has been prepared in order to keep the Audit Committee
informed of progress with the recommended control improvements. A
schedule of detailed audit findings classified by the Business Cycle can be
found at Attachment 1.

Attachment 1
The schedule provides for each finding:

e the business cycle risk;

the associated control for the risk;

e the audit finding;

e the audit recommendation;

e management’s response to the finding, and

e management’s update on progress to improve the control.

Work has progressed with initial focus on the high and moderate risk
findings, and around improvements for procurement and payroll.

A summary of progress to date is provided in the table below:

Business cycles Findings

WIP NS C |
Purchasing & Procurement/Contracting 2 N 2
Fixed Assets 2 T
General Ledger 3 [ BN
Accounts Payable 3 1 2
Rates / Rates Rebates 2 [
Payroll 4 Y
Receipting 1 [ B

5 1 17

Legend: WIP — Work in Progress NS — Not Started C — Completed.

As the table illustrates, of the 23 actions identified in the 2019 Audit
findings, 17 have been completed and work has commenced on another
5. Council’s auditors have been kept abreast of the status of work
undertaken to date.
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1.

REPORT AUTHORISERS

Name

Title

Nicola Tinning

General Manager, Business Support & Improvement
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

Internal and External Audit — Agreed Actions Status Update
1. SUMMARY of AUDIT FINDINGS as at 6 August 2020

Business Cycle Findings
Purchase, Procurement and | 2.1.1 Evidence of procurement procedures undertaken were not retained on file for a sample of suppliers C H
Contracting 2.1.2 Absence of formal contracts and agreements for a sample of suppliers wip H

2.1.3 Instances where dispensations from procurement policy were not reported to the Audit and Governance Committee
2.1.4 No declaration of conflict of interest documentation on file for the procurement of a sample of suppliers
2.1.5 TechnologyOne electronic contract register is incomplete

2.1.6 Incomplete purchase orders not followed up and actioned

2.1.7 Instances of invoices paid without purchase orders

Fixed Assets 2.2.1 Asset management plans overdue for review

2.2.2 Instances of assets which were not included in the financial asset register

2.2 3 Assets included in TechnologyOne not linked and/or reconciled to the GIS system.

General Ledger 2.3.1 Absence of formal review of IT users’ access

2.3.2 Absence of formal review of balance sheet reconciliations

2.3.3 Amendments to the structure of the General Ledger framework are not formally reviewed and approved
Accounts Payable 2.4.1 Improvements are necessary in the process of uploading suppliers EFT files into the online banking system
2.4.2 The audit trail of changes to the suppliers’ master files are not formally reviewed by management.

2.4 .3 Suppliers with invalid or cancelled ABNs registrations included in the creditors’ master file

Rates 2.5.1 A report containing rates adjustments performed during the financial year is not independently reviewed
2.5.2 A list of rate rebates and non-rateable properties are not formally reviewed
Payroll 2.6.1 Absence of evidence that payroll reports are independently reviewed

2.6.2 Employee records and information are recorded in a number of different locations
2.6.3 Absence of appropriate segregation of duties in the processes of adding new employees to CHRIS
2.6.4 Improvement opportunities in the process of reviewing changes to the payroll master file

Receipting 2.7.1 Absence of approval of reversal of receipts

Credit Cards Audit did not find any issue that would represent a risk of non-compliance with s125 of the Local Government Act N/A N/A
Banking Audit did not find any issue that would represent a risk of non-compliance with s125 of the Local Government Act N/A N/A
Debtors Audit did not find any issue that would represent a risk of non-compliance with s125 of the Local Government Act N/A N/A
Control Self-Assessment 2.8.1 Improvements to the internal controls self-assessment process N/A N/A

Status Legend: C = Completed, WIP = Work in Progress, NS = Not Started, N/A = Not Applicable

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2. DETAILED AUDIT FINDINGS - Status Update

2.1 PURCHASING AND PROCUREMENT

2.1.2 Absence of formal contracts and agreements for a sample of suppliers

Control and other relevant policies.

Risk

Finding

Audit selected suppliers for review based on
cumulative spend. Council could not locate in
its records a signed contract for 6 individual
suppliers.

Recommendations

Council ensures that there are
formal agreements in place with
suppliers with significant cumulative

spend, and that works are not
commenced prior to  signing
contracts.

Council does not obtain value for money in its purchasing and procurement.

Management Response

The individual supplier circumstances
were addressed in the response to the
Auditors.

Documentation usage and processing
systems will be reviewed for a more
consistent compliance.

Employees must ensure all purchases are in accordance with Council’s Procurement Policy and approved in accordance with the Delegations of Authority

Management Update

Work in Progress

Management is currently assessing the
service delivery model and staff resourcing
requirements of the Procurement function
to address

Council’s Procurement Framework,
Policy and associated templates to
ensure leading practice

Current procurement strategy
Council’s ERP/ECM/CMS systems
Spend and category analysis
Current training materials

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2.1.4 No declaration of conflict of interest documentation on file for the procurement of a sample of suppliers

The selection panel is made up of appropriate personnel who have declared any relevant conflict of interest to ensure that informed and objective
decision is made when selecting contractors.

Council is not able to demonstrate that all probity issues have been addressed in the Contracting process.

Finding Recommendations Management Response Management Update
Audit selected a sample of suppliers based on | Panel members are required to The individual supplier Work in Progress
cumulative spend and found that there were no | provide conflict of interest circumstances were addressed in As above in 2.1.2
conflict of interest declarations signed by the | declarations when assessing a the response to the Auditors.
members of the selection panel for 4 purchasing | procurement / tendering process, and
activities, records of these declarations are Documentation usage and
retained. processing systems will be
reviewed for a more consistent
compliance.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

Control and other relevant policies

2.1.7 | Instances of invoices paid without purchase orders

Employees must ensure all purchases are in accordance with Council’s Procurement Policy and approved in accordance with the Delegations of Authority

Risk

Council does not obtain value for money in its purchasing and procurement / Purchase of goods and services are made from non-preferred suppliers

Finding

The Procurement framework provides that purchase
orders are required for all purchases over $2,000,
unless the purchase is related to an item described in
the list of purchases exempted from purchase order.

Audit selected a sample of purchases and noted three
purchases that did not have a related purchase order
or contract, and that did not fall into the list of
purchases exempted from having a purchase order,

Recommendations

Management investigates non-
compliance with purchase order
usage. This could include reviewing
system reports detailing purchase
order usage (e.g. “AP Invoices
Entered Without Purchase Orders”),
analysing the nature of non-
compliances and speaking to any
repeat offenders to understand the
reasons for non-compliance.

Depending on the outcome of this
review, Council may determine that:

e additional education and
training in the Policy is
warranted to improve

compliance; and/or
e there is an opportunity to
amend the policy on purchase
order use to better reflect the
desired use of purchase orders.
This could, for example, include:
o reviewing the low-value
item threshold, below which

Management Response

The recommendation is noted.

Management will investigate the
compliance performance under the
Procurement Policy and Procedures
to determine appropriate actions.

Management Update
Not Started.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

a purchase order is not
required

o updating the list of
exemptions for purchase
order use detailed within
the policy.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2.2 FIXED ASSETS

2.2.1 Asset management plans overdue for review

Control

Risk

Asset Management Plans for all major asset classes are adopted and reviewed by Council as required by the Local Government Act 1999

Fixed Asset maintenance and/or renewals are inadequately planned

Finding

Recommendations

Management Response

Management Update

Audit noted the following asset management plans
overdue for review:

Bridges — last adopted in 2012
Footpath - last adopted in 2011
Open Space - last adopted in 2008
Drainage — last adopted in 2008
Kerb & Water - last adopted in 2008
Roads — last adopted in 2008

At minimum, the Local Government Act 1999 requires
that council undertakes a comprehensive review of its
asset management plans within 2 years after each
general election of the council.

Asset management plans
updated and adopted by Council.

are | Council has completed a review of

the pre-existing Asset Management
Plans during 2018/19 FY and have
identified gaps in data quality & data
integrity within the asset register and
GIS system. These identified
improvements are currently being
addressed in order to improve
confidence in the data to inform the
asset management plans.

We have employed an additional
resource (1.0 FTE commenced in Feb
2019 as an Asset Management
Officer) to ensure the delivery of the

new asset management plans by Nov.

2020 (2 years after election). Our
Asset condition data is current and
we have purchased ‘Assetic’ software
to undertake predictive modelling of
our asset deterioration to assist with
the development of the LTFP. These
works have commenced.

Work in Progress

A consultant has been engaged to
assist with the development of the
AMP’s, Draft AMPs will be presented
to Council in August, followed by
community engagement in
September. The AMPs are scheduled
to be presented to Council for
adoption in November in-line with
the LGA 1999 requirements.

Staff have previously undertaken
predictive modelling across all asset
classes and have produced first cut
values to inform the LTFP. These
models are being further refined and
the financial details will be
documented in the AMPs to inform
future LTFP.

Asset data cleansing and re-
segmentation is being progressed for
all asset classes. Thisincludes

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

verification, updating and sorting
asset register classifications and asset
categories to improve the accuracy
and integrity of data. The AMPs will
outline an improvement program for
each asset class as a pathway for
continuous improvement of council’s
asset management maturity.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

Control

2.2.3 Assets included in TechnologyOne are not linked and/or reconciled to the GIS system.

There is a process in place for the verification of fixed assets which is reconciled to the FAR

Risk

pertinent.

Fixed asset acquisitions, disposals and write-offs are fictitious, inaccurately recorded or not recorded at all. Fixed Asset Register (FAR) does not remain

Finding

Assets included in TechnologyOne are not linked
and/or reconciled to the GIS system.

Councils are highly asset intensive in delivering
services to rate payers. Councils’ infrastructure assets
are widespread and require a strong geographical
inventory to manage and monitor effectively.

A Geographic Information System (GIS software) is
designed to store, retrieve, manage, display and
analyse geographic and spatial data, including
geographical features and their characteristics.

To ensure accuracy and completeness of asset
databases, it is important for Councils to perform a
reconciliation between GIS systems and the asset
register. The reconciliation ensures that all assets,
components of assets and modifications to assets
captured by the GIS system are reflected in the asset
register.

The standard TechnologyOne GIS reconciliation
functionality can be used to update the physical
features of assets in the asset register.

Recommendations

A process is introduced to ensure
that all assets included in
TechnologyOne are linked and/or
reconciled to the GIS system.

Management Response

As part of our recent review with
regard to data management, the
discrepancies between GIS and Asset
Register data has been identified and
currently being addressed.
Comprehensive system training was
undertaken by staff in October 2019
this includes staff from Finance,
Assets and the Depot to ensure that
assets are created & disposed of
appropriately and all asset attribute
data is accurate and maintained.

A part of this process is to amend the
segmentation of assets and uniquely
identify individual assets to enable
the ability to manage the assets
appropriately.

The appointment of a dedicated
Asset Management Officer has
enabled the ability to ensure that GIS
and TechOne data are
linked/reconciled.

Management Update

Work in Progress.

Asset data cleansing and re-
segmentation is being progressed for
all asset classes. This includes
verification, updating and sorting
asset register classifications and asset
categories to improve the accuracy
and integrity of data.

The asset data is being reconfigured
so there is a single point of truth
within the asset system
(TechnologyOne) enabling the GIS
representation of the data to be
sourced from the asset system.

This will eliminate the need for
reconciliation as data will be stored in
one location.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2.3 GENERAL LEDGER

2.3.3 Amendments to the structure of the General Ledger framework are not formally reviewed and approved

Better Practice

Control

Risk

Finding

The process for amending the structure of the
general ledger framework such as
creating/modifying general ledger accounts, chart
of accounts, costs centres, etc can be improved.

Currently, there are no formal forms or procedures
for requesting changes in the general ledger
framework. Usually, changes are initiated via emails
sent to the management accountant. It is better
practice to implement forms to request changes to
the general ledger framework and to ensure that
these forms are approved by appropriately
authorised personnel.

General Ledger does not contain accurate financial information

Recommendations

Change request forms are developed
for use by staff when requesting
amendments to the general ledger.

These forms are approved by
appropriately authorised personnel.

Management Response

The recommendation is noted.

An electronic solution to request,
authorise and undertake
amendments to the general ledger
framework will be researched and
implemented.

Amendments to the structure of the General Ledger framework and accounts are reviewed and approved by appropriately authorised personnel

Management Update

Completed

Requests for new or amended ledger
accounts, report coding etc continue
to be received in a variety of ways.

Aggregated audit log reporting has
been developed which schedules all
Chart and Ledger amendments.
(General ledger, Accounts Payable,
Projects Ledger).

The reportis scheduled to run
monthly whereby changes are
independently reviewed.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2.4 ACCOUNTS PAYABLE

Control

2.4.1 Improvements are necessary in the process of uploading suppliers EFT files into the online banking system

Payments (Cheques and EFTs) are endorsed by authorised officers separate to the preparer who ensure that they are paid to the specified payee.

{1

Accounts payable amounts and disbursements are either inaccurately recorded or not recorded at all.

Finding

Audit reviewed the process of processing the accounts
payable batch of payments and noted the following:

Council’s financial system generates an EFT file which
is stored on council's internal drive prior to being
manually uploaded into the online banking system.
The EFT file can be opened as TXT (text format) file
and potentially be manually manipulated prior to
being uploaded. Currently, staff members from the
finance department and system administrators have
access to the folders where the EFT file is stored.

Recommendations

Council to investigate whether it is
possible to implement a way to
enable a direct interface between
the finance system and the online
banking system.

Alternatively, Council can
investigate ways to ensure that the
file is generated as “read-only”.

If the direct interface cannot be
implemented, Management should
consider comparing the bank
account details provided by the
online banking system to a register
of supplier’s bank accounts provided
by the finance system (supplier
master file) before authorising each
payment batch. This matching does
not need to be a manual process as
it can be automated, for example
using an Excel spreadsheet.

Management Response

The EFT file is exported to a secure
location within the TechnologyOne
application folder structure. This is
not a published share and is only
made accessible to Finance staff.

Council audits file shares and logs all
file access and changes.

Within the next 30 days the folder
will be changed to “read-only” to
prevent modifications to the file and
a review of access permissions
undertaken.

Discussions are underway with our
banking provider to implement a
Direct Link module with our banking
provider. Implementation timeframes
is within the next 3 months.

Management Update

Work in Progress

Council IT team have installed the
bank provider “DirectLink” software
onto local Finance staff PC's,
Following a delay due to COVID-19
set up has recommenced.

Business process realignment across
4 system platforms has been
completed and system testing is
currently being performed. Full
implementation is scheduled by end
of August 2020.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

In addition, it is recommended that
Finance Management review the
appropriateness of the users with
access to the folder where the EFT
file is stored.

Control

Requested changes or additions to supplier master file are verified independently of source documentation.

2.4.2 The audit trail of changes to the suppliers’ master files are not formally reviewed by management,

Risk

Supplier master file data does not remain pertinent and/or unauthorised changes are made to the supplier master file.

Finding

There is no process in place to ensure a formal review
of an audit trail of changes to the suppliers’ master
file.

Recommendations

Ensure that a review of the audit
trail of changes to the suppliers’
master file is independently
reviewed on a regular basis.

Management Response

A process of review is in place to
review changes to the master files
however improvements will be
implemented to formalise the
process.

Management Update

Completed

Aggregated audit log reporting has
been developed which schedules all
file amendments.

The reportis scheduled to run
monthly whereby changes are
independently reviewed.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2.4.3 Suppliers with invalid or cancelled ABNs registrations included in the creditors’ master file

Control There is a process in place to ensure the supplier master file is periodically reviewed for ongoing pertinence

Risk Supplier master file data does not remain pertinent and/or unauthorised changes are made to the supplier master file.

Finding

There is no process to ensure the supplier master file
is periodically reviewed for ongoing pertinence.

Audit performed a review of the Council’s creditors
master file and noted the following:
* there were 205 suppliers with cancelled ABN
registrations; and
* there were 69 suppliers with invalid ABN
registrations.

Recommendations Management Response

Finance Management performs a | The recommendation is noted.
regular (e.g. on an annual basis) | A process will be implemented to
review of the supplier master file to | ensure the supplier master files are
ensure that only current and valid | reviewed periodically for ongoing
suppliers are active in the system. pertinence.

Management Update

Completed.

Suppliers no longer in use have been
identified and deactivated.

ABN's across the chart have been
checked for validity.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2.5 RATES

2.5.1 A report containing rates adjustments performed during the financial year is not independently reviewed

Recorded changes to property master file data and any rate adjustments are compared to authorised source documents to ensure that they were input
accurately. An audit trail is maintained for all changes.

Finding

The property master file data does not remain pertinent.

Recommendations

Management Response

Management Update

TechnologyOne does not generate an audit trail of
changes to the property master file. Consequently,
any audit trail report containing all changes in the
property master file is not formally reviewed by an
officer independent from the rates function.

Audit acknowledges the system
limitation. An alternative solution is
to review the rates debtors controls
general ledger transaction listing.
This report provides all the
adjustment in rates performed
during the financial year.

The debtors control general ledger
transaction listing does not need to
include all transactions resulting
from the normal daily operations
(e.g. receipting, fines, etc). Once the
report is generated, it can be
filtered by Management to only
show adjustments in rates.

The recommendation is noted.

A process will be developed to ensure
that adjustments to rates are
reviewed by an officer independent
from the rates function.

Completed.

The Debtors Control Account and
selected Natural Accounts are

independently reviewed each month.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

Control

2.5.2 A list of rate rebates and non rateable properties are not formally reviewed

All rate rebates and adjustments including write offs are appropriately authorised with reference to Delegation of Authority and source documents.

Risk

Rates and rebates are either inaccurately recorded or not recorded at all..

Finding
A list of rate rebates and non rateable properties were

not formally reviewed by Finance Management for the
2018/19 financial year.

Recommendations

A list of rate rebates and non
rateable properties is formally
independently reviewed prior to

rates generation occurring.

Management Response

The recommendation is noted.

Rate rebates and non rateable
properties will be reviewed at least
annually by Finance Management in

the future.

Management Update
Completed.

Non ratable properties and those
attracting rate rebates were
reviewed by the Finance Manager in
the first week of June prior to raising
of the 2020-21 rates.

Financial Controls Review 2019 — The City of Unley
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Item 3.1 - Attachment 1 - Detailed Audit Findings

The City of Unley

2.7 RECEIPTING

2.7.1 Absence of approval of reversal of receipts

Control

There is a review process for the authorisation of the reversal of transactions.

Risk

Finding

Receipts are either inaccurately recorded or not recorded at all.

Recommendations

Management Response

Management Update

There is no process for the authorisation of the
reversal of receipts.

Establish mechanisms to ensure that
reversal of receipts are
independently approved.

Ensure that a daily list of receipt
reversals is independently
approved. This can be achieved by
reviewing the “Bank Deposit Receipt
Dissection Report” which contains a
list of reversals.

The recommendation is noted.

A review of the daily process to
independently approve reversals will
be conducted.

Completed.

Receipt reversals are processed by
Customer Services Co-ordinator or -
Senior Co-Ordinator Rates.

Financial Controls Review 2019 — The City of Unley
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Item 2.1 - Attachment 1 - Detailed Audit Findings

Galplns The City of Unley

Financial Controls Review — The City of Unley
Interim management letter 2019
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INFORMATION REPORT

REPORT TITLE:

ITEM NUMBER:
DATE OF MEETING:
AUTHOR:

JOB TITLE:
ATTACHMENTS:

INTERNAL FINANCIAL CONTROLS - SELF
ASSESSMENT - 2019/2020

3.2

18 AUGUST 2020

LIDA CATALDI

PRINCIPAL RISK MANAGEMENT OFFICER

1. INTERNAL FINANCIAL CONTROLS -
SELF ASSESSMENT REPORT -
2019/2020

1. EXECUTIVE SUMMARY

This report presents the findings of the 2019/2020 Internal Financial
Controls self-assessment.

102 Internal Financial Controls were selected to form the 2019/2020
financial year’s self-assessment process. The 102 controls selected cover

the following categories:

e Strategic Financial Planning
- General Ledger
- Statutory Reporting

¢ Revenue

-  Grants

- Investment/Interest Income
- Rates/Rate Rebates
- User pay income — fee for service

e Liabilities

- Borrowings
- Taxation

e EXxpenses

- Elected Member Expenses

e Assets

- Debtors

- Investments
- Project Costing

This self-assessment identified five controls that required treatment plans
to further enhance the control effectiveness. The Treatment plans have
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been developed and will be monitored with progress reporting to be
included in future agreed actions reports to the Audit Committee.

RECOMMENDATION

That:

1. The report be received.

RELEVANT CORE STRATEGIES/POLICIES

4. Civic Leadership
4.1 We have strong leadership and governance
4.3 Our business systems are effective and transparent.

BACKGROUND

The Better Practice Model — Internal Financial Controls (BPM) is a
framework that identifies financial risks and controls for local government
Councils in South Australia. The BPM requires Council’s to conduct a self-
assessment of controls identified via a risk-based approach.

The BPM comprises of 7 risk categories with a total of 260 individual
controls across the following risk categories and business processes:

Risk Category ‘ Business Process
Strategic Financial Planning . Budgets

General Ledger

Statutory Reporting
Management Reporting
Assets . Cash Floats and Petty Cash
Banking

Investments

Debtors

Inventory

Prepayments

Fixed Assets

Project Costing
Loans/Grants to Clubs/Community Groups
Liabilities . Accounts Payable

Accrued Expenses
Borrowings

Employee Provisions
Taxation

Revenue . Rates/Rate Rebates

Grants

User Pay Income — Fee for Services
Investment/Interest Income
Receipting

Other Revenue

Expenses . Purchasing & Procurement
Payroll
Elected Members’ Expenses
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Credit Cards

Employee Reimbursements
Other Expenses

External Services . Contracting

Financial Governance . Governance

External Audit will provide an audit opinion on the effectiveness of the
internal financial controls. This External Audit report is still in its interim
phase and will be presented to the Audit Committee once finalised.

In March 2020 an inherent risk assessment was conducted of all 92 risks
as identified within the Internal Financial Controls Framework via
ControlTrack. The Inherent risk was assessed by the relevant ‘risk owner’.

The Inherent risk assessment was previously conducted in October 2018
and due to staffing changes relating to the identified risk owners, an
inherent risk assessment was conducted to allow for continuity of the self-
assessment process.

There were a number of factors that needed to be considered when
determining which controls would form part of the self-assessment process
for 2019/2020, including:
e Staffing changes within the Finance team
e Process improvement programs and agreed actions resulting from
the external audit report from the previous year
e Current risk and control environment within Finance

For the 2019/2020 financial year, a total of 102 controls were selected for
the self-assessment process — this selection was conducted in conjunction
with the Acting Manager Finance and Procurement. These controls
covered areas relating to expenses, revenue, assets, liabilites and
strategic financial planning.

The internal financial controls self-assessment process concluded in June
2020. Each control was assessed by the relevant officer and reviewed by
their next level supervisor, team leader or manager.

The summary graph below shows an overall agreement of the control
effectiveness between the assessor and the reviewer. The control
effectiveness rating scale is:

Control Effectiveness

n Ineffective

n Requires Significant Improvement
Partially Effective
Maijority Effective

Effective
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The average assessor’s effectiveness rating of the controls is 4.25 and this
is in line with the reviewer’s average rating of 4.25.

A copy of the Internal Financial Controls self-assessment for the 102

controls is provided in Attachment 1.
Attachment 1
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Summary Report — Internal Financial Controls — Self Assessment — 2019/2020

Internal Financial Controls Seif Assess.. ~ ¥
400 400
—EE
Show by Business Units: @ 4 25 4 25
a0e . s.00 000 : s00 °
@@ @Y E - @® @Y
Assessment Avg AR AvgRR
Intemal Fnancial Controls Self 425 425 DA isies Relieg 9étmugs A faling
Assessment 20192020 5
Total 425 425

Liabsites Strategic Financial Planning

4
3
2
1
0
Expenses Revenue Assets
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DISCUSSION

Out of the 102 internal financial controls selected as part of 2019/2020
financial year’s self-assessment process, five controls required a treatment
plan to be implemented as they received a control effectiveness rating
below ‘partially effective’ by the reviewer.

The treatment plans are:

Improvement
Owner

Description Task Description Priority Due Date

ASS-DEB-0003
Bad debt write-offs and
movements in the provision

for doubtful debts for Sundry Implement a final write Rates
Debtors are processed in off process by the Low 31/08/2020 Support
accordance with delegations  Finance Manager Officer

of authority and Local

Government Act.
ASS-DEB-0014

There is a process in place to

ensure changes to the

debtor’s master file are

Investigate with Infor

(Pathway System) to Senior Rates

produce a Debtors Low 31/12/2020 .
compared to source . Coordinator
Master File Changes to
documents to ensure they
be checked

are inputted accurately
REV-RAT-0009
Further work is
required to provide
evidence for some rate
adjustment
transactions as Low 30/09/2020
identified in the 2019
Interim Audit.
This was identified in
the Interim Audit 2019.

Recorded changes to
property master file data and
any rate adjustments are
compared to authorised
source documents to ensure
that they were input
accurately. An audit trail is
maintained for all changes.

Senior Rates
Coordinator

STR-GEN-0009
A review of the

General Ledger policies and General Ledger

procedures are appropriately L Acting
hedule of pol
created, updated and >¢ e‘ uie ot po ICIeS. 'S Low 29/01/2021 Manager
. required to determine .
communicated to relevant Finance
scope, accuracy and
staff. .
currency of all policies.
STR-STA-0004
. . - Implement a Project to
Financial policies and . . .
rocedures. and related review the suite of Acting
P . ’ . Financial Policies, Low 29/01/2021 Manager
guidance are reviewed and .
Procedures and other Finance

updated as required. .
P g guidance documents.
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Treatment plans will be monitored as part of the agreed actions status
update and will be provided to the Audit Committee.

The City of Unley has completed the residual risk assessment of the risks
associated with the self-assessment controls in August 2020.

REPORT AUTHORISERS

Name Title
Tami Norman Executive Manager, Office of the CEO
Nicola Tinning General Manger, Business Support and Improvement
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack

Internal Financial Controls Self Assessment 2019/2020

Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason

Rl Strategic Firancial Pancing |
4 | General Ledger

Reports throughout the month to check the actual
There is a process in place to review - s ol s =
actual vs budget and significant 9 g ue. Bucg
STR-GEN-0012 Rooxana Webber - holders will also communicate any errors which are Mick Wetherell lagree with the assessment

variances investigated. Strategic - toly . - -
Financial Planning - General Ledger ylargev N
jpart of the strategic process.

Finance have mplemented an XLOne reconc liation
temnp late which is updated on a monthiy basis and
completed by al Finance team members. All Balance
Sheets balances are substantiated within this XLOne

Recanciliation of all balance sheet
accounts is completed in accardance

STR-GEN-0011 with a schedule of review andjor Eddie Peters . St Mick Wetherell n lagree with the assessment.
procedure, Strategic Financial Planning - mu:u. mm “'-. 1;:‘::::;:‘ - m:;
work: a separ. m
General Ledger
" 9 highlights who within the Finance team & res ponsible for
each Balnce Sheet Natural Account reconcilation
STR-GEN-0010 Journal entry ac cess i restricted to " Kris Access & restricted to appropriately authorsed personnel Mick Wt ' n lagree with the assessment, A review of the access is due
appropriately authorised personnel. 9 viathe TechOne settings however,
General Ledger policles and procedures
STR-GEN-0009 are appropriately created, updated and Morgan Kris . The General Ledger policies will have to be updated. Mick Wetherell . lagree with the assessment,
communicated to relevant staff,
C y rev g Disaster R y Plan in-ine with
Farmal disaster recovery plan is in place - new infrastructure and recovery point objectives.
TR-GEN-0008 Robert Mick Wetherell | ith th t
STR-GE and communicated to relevant staff, James N Procedures are in place and are valid for current recovery agraew ¢ nesmen
processes.
Financial ledger data is backed up t affsite locat
Financlal data s backed up and stored e - P10 a0 ofsle Bcallen oa
STR-GEN-0007 offste James Roberts - an hourly basis. Long term backups are retained Mick Wetherell - lagree with the assessment.
' petm anently
Finance system does not allow posting ::‘::x u:' Ihm'is M:;.:‘:: . -
ssed. a mﬂl‘
of unbalanced journals or if it does
ntegration process with correct nsed
STR-GEN-0006 regular reviews are conducted on the Eddie Peters a8 ;::; . 1- . ::'. o oy Mick Wetherell |agree with the assessment.
code, " a suspense account.

suspense account and discrepancies

This nt ewed for bakanc
investigated and actioned. suspense account is rev s

periodicaly & accordingly comected.
General Ledger framework amendments are limited to

the senior members of the Finance team with
consultation with the Finance & Procurement Manager. To

Amendments to the structure of the
General Ledger framework and

STR-GEN-0005 4 4
accounts are reviewed and apgroved by Eddie Peters . . o u:: this p -::: - ¥ ;‘m a Mick Wetherell . lagree with the assessment.
ormal documentation template for reques
iately authorised el
ppropritey parsaas change / amend General Ledger, Cost Centre, etc with the
appropriate authorisations.
Powered by ) ControlTrack Page 1 of 13
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
A
lagree with the assessment. To clarify, the testing of
AN major updates and cha o N ; ; ) :dwldu:‘l finance a:ﬂca::nsﬂls pam:med by t:eIse N
STR-GEN-0004 General Ledger finance system are Morgan Kris n ""':;4 “ o e » Mick Wetherell n n":"“ "";‘;:':m:" ‘m""’"“ h"’"t:g"' advises the
authorised, and . tested by the o 13 anager o ng outcomes prior
implementation of the changes into the Production
environment,
In Techl all manually created entries such as journals
All journals, including manual entries, s “’:“m 'm‘n_ﬂ::m - svﬂ:n . lagree with the assessment. in addition, system
STR-GEN-0003 identify date posted, narration, author,  Eddie Peters ':'“' "‘:“"’ faneactan ""2 "":"“"" #BI% ik wetherell generated Audit Logs are created for such transactions for
journal and posting reference. camm o ¢ eview.
materials such as workings, emails & document copies for
reference should it be required.
General Ledger Balance Sheet reconcliations are
All balance sheet reconciliations are towed Ill.‘l'l :::': . l:‘:ﬂ“ ‘:: 9
rev ann inance urem
lewed ther than th
STR-GEN-0002 - t:’: e 'w L Eddie Peters Manager. Currently we are working toward quarterly Mick Wetherell Bl soree win the sssessment
a a El laly. a
:r:p:cllﬁnnl Gln:flL - puvie by the Flmace Sl mcurement Segpper (the
anclal Flanning - alLedger revised procedure will commence for the March 2020
quarter).
G | Ledger maint eh to the members
of the Finance team. The majprity of the transactions are
derived from integrated systems such as Accounts
Payable and Accounts Recaivable. Trandactions are
Access to General Ledger maintenance regularly reveiwed by the Divssion / Cost Centre Managers
STR-GEN-0001 Is restricted to approprately authorised Eddie Peters & members of the Finance team. ¥ transactions require Mick Wetherell H lagree with the assessment.
persannel, adjustment, the Finance team member making the
adjusting journal requires a second Finance team member
to check and authorse the journal. Regular Balance Sheet
general ledger rec 1] are ur by the
Finance team members which may result in maintenance.
4 | Statutory Reporting
The LG model financial statem ent highlights any changes
There is a process to ensure that that is required to be met for reporting requirements in
appropriate personnel responsible for " any particular year. Accountants in the Finance team are "
$TRATA0010 preparing statutory reports are aware of Mergen Kris professional members of Accounting bodies and LGA : Hickw . 12grea W the assemmant
changes to reporting requirements. updates and changes to reporting requirements are
received via emais.
There is a process in place to review Statutory Reporting the actual vs budget and variances
STR-STA-0009 actual vs budget and significant Rooxana Webber - are checked o the GL. Large differences am investigaled (L, oty Iagree with the Assessment - also refer to STR-GEN-0012

variances investigated. Strategic
Financial Planning - Statutory Reporting

in the GL and Projects ledger and agreed with the budget
holders as to the viabdity of the variance.

Powered by ) ControlTrack
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
A ] L ]
The folk q statutory rep g is d as follows:
Statutory financial reports prepared by Annual Financ il Statements - Executive & Audit
STRSTA appropriate personnel are reviewed by Mick Wetherel n Committee Long Term Financial Plan - Executive & Audit Nicola Tinning -
senior management andjor Audit Committee Annual Business Plan & Budget - Executive
Committee, and Audit Committee Quarterly Budget Reviews -
Executive & Audit Comm ttee
Finance have mplemented an XLOne reconciiation
Reconciliation of all balance sheet mu::m:'u'm 9.2 Monthly best and
omaats b ompleiod i sarienss St blancas are st i i Kioe
STRSTA-0007 with a schedule of review andjor Eddie Peters 5 | . o e Mick Wetherell lagree with the assessment
procedure. Stratagic Financial Plsnning - reconci template. A procedure on how this process
Statutory Reporting works & in a Tab within the template and highlights who
within the Finance team is responsible for each Baince
Sheet Natural Account reconciliation.
Yes. External advice is being sought for additional
Lialson with legal and tax adwisors as technical expertise. 1) Kevin Smyth, Australian Tax College. | Agree with the assessment. In addition, Council engages
STR-STA-0006 required to assist in timely completion Margan Kris FBT-related queries 2) Pat McCarthy, Genesis Accounting Mick Wetherell n with Norman Waterhouse, Kelledy Jones and Wallmans
and lodgement of statutory documents, Pty Ltd, for GST-related queries 3) Galpins with regards to Lawyers for legal advice depending on the matter,
Financial and Statutory reporting requirements
Liaison with external auditors to ensure
Submission of Model Financial Statements are conducted
TA 4
STR-STA-0005 com pletion and lodgem ent of statutory Morgan Kris . lakan aad with e _— Mick Wetherell “ lagree with the assessment,
documents,
lagree with the assessment, Council's statutory policles
Financlal policies and procedures, and Fiancial palicies ma 10 be crested for (with the exception of the Procurement Policy) appear to
STRSTA0004 related guidance are reviewed and Morgan Kris . G ' Mick Wetherell . up to date, The undertaking of review of Council's
updated as required, administrative linanclal policles |s Inconsistent and further
work |s required,
Councll has complied with all of its lagree with the assessment, The reporting involves
o a
financial reporti irements as The Auditors review the financial reports to ensure Annual Financlal Statements, Annual Report, Annual
STR-STA-0003 !h: Local G:l'n‘:mﬂ 1999 :dw Morgan Kris 4 c b to Local G Act 1999 and Mick Wetherell 4 Business Plan and Budget, Long Term Financlal Plans,
a
relevant reculations requlations Taxation Returns, Grants Commission Returns, Budget
a a
¥ Reviews, Self Assessment of Controls 111
C ith i t The il has calendar t
STRSTA ouncil has a process in place to ensure " Rris a counc a complance in place to ensure ek W a 4 I ngroe with the asse at
statutory reporting dead lines are met. 9 that statutory reporting deadines are met
General Ledger Balance Sheet reconcliations are
All balance sheet reconciliations are P m‘ u:l: :::‘:? :m::: 9
rev ann inance
STR-STA-0001 Paviewed by a pacssa thes e Eddie Peters Manager. Currently we are working toward quarterly Mick Wetherell lagree with th eassessment
preparer at keast annually. Strategic : the P & Pracarsmsat: the
Financial Manning - Statutory Reporting review by the Flnance Manager (
revised procedure will commence for the March 2020
quarter).
.

« (=)
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
A ] L ]
There is a process in place to ensure There is a grant funding report which is updated each
REV-GRA-0008 that grant funding received is reconciled Rocxana o - month and reconciled to the budget and the funding kW . - lagree with the assessment.
to the budget and the funding agreement. This is followed up with the budget holders if
agreement. monies have not been received or there is a discrepancy.
There is a process in place for the
I i fall it inc t [+] al grant which is then
REV-GRA-0004 FRQUIAT Fevitm of a¥ graat come fo Rooxana Webber - WOUIRS BTMCRES Piviswing &5 grant ncime - Mick Wetherell lagree with the assessment.
monitor compliance with the terms of sent as a report to the budget holders for review.
the grant.
Man agement andfor Council to approve
all tied grants (prior to funds being All grant app are either | y app d by
REV-GRA-0003 received by Council) to ensure that Aaron Wood - Council andior signed off by the Chief Executive Officer or Claude Malak .
Councll will be able to meet the terms. Delegate prios to lodg ement
and obligations of the grant,
Grant funding is identified as part of the The grants are ot ouch Bupgl. -
a o
of the bu . Budget holders
REV-GRA-0002 budget process andjor subsequent Rooxana Webber . port l“:’“ ’::::m :.w A - lhm Mick Wetherell n | agree with the assessment.
budget reviews, "
corec
Councll reviews services where grant
funding has ceased to ensure it Council reviews the grant funding services on a regular
A R Webb Mick Wethereli i it tih: t
REV-GRA-0001 understands the financlal impact on its pamns o . basis and understands the financ al impact. n agraew ¢ nesmen
sustainability,
4 | Invastmant/literest Incomi
There is a process in place to ensure
that interest attributable to a specific Un ey Goodwood oval and general fund investrment
REV-INV-0003 project is correctly recorded in line with Stephanie Yao . accounts (LGFA Jare reviewed on monthly bass and JNL & Morgan Kris - :::{:;ll:::u::::;:’ WillIdentify any recanciling
the conditions of the agreement or done once a month to capture/record transactions. '
relevant legislation,
Invu!;nl'l! bul:::;:;nd the In:n:lw HAD bvast and LGFA acc U . . . i |
earned are reco on a regular basis ereconcliations capture any recanclling item an
REV-INV Stephanie Yao on weekly basis and ML is being done on weekly basis to Morgan Kris
0003 to third party statements and are . caphure :mm’ u . corrective action required via jnis,
accounted for in the relevant period.
Actual investment income ¢om pared to
REVANV-000L budget on a regular basis; variances are Mick Wetherel . Investment revenue is compared to budget at each Nicola Tinning .
investigated. Revenue - budget review - quarterly activity
Investment/interest Income
4 | Rates/Rate Rebates
There is a rating policy in place that is
reviewed annually that provides clear Policy is currenitly under review and will be compared to
REV-RAT-0010 quidance on rating methodology and Kym Caufield the Annual Business plan and completed by end Sept Mick Wetherell lagree with the assessment.

levant rebates and remissi

with legislation.

in line

2020

Powered by ) ControlTrack
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ControlTrack

Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

Code

REV-RAT-0009

REV-RAT-0008

REV-RAT-0007

REV-RAT-0006

REV-RAT-0005

REV-RAT-0004

REV-RAT-0003

REV-RAT-0002

REV-RAT-0001

Description

Recorded changes to property master
file data and any rate adjustments are
com pared to authorised source
documents to ensure that they were
input accurately. An audit trail is
maintained for all changes.

Rates are generated and tested for
accuracy of calculation methodology
prior to the rates biling run.

Rates are automatically generated by
the rate system, including the
calculation of rate rebates and other
parameters as applicable,

ensure that rates are collected in a
timely manner and overdue rates are
followed up.

Employees responsible for processing
rate payments and rebates cannat
process their own payments or rebates
unless the transaction s approved by
someone independent of the process

Annual valuation update is balanced
prior to the generation of rates; all
mismatch es resolved prior to finalising
rate generation,

All software changes to rate modeliing
functionality fully tested and reviewed
by melevant staff.

All rate rebates and adjustments
including write offs are appropriately
authorised, with reference to
Delegations of Authority and source
documents.

Access to the Property master file is
restricted to appropriately designated
personnel, with a process in place to
ensure changes are in line with policies
and procedures.

4 | User Pay Income - Fee for Service |

Assessor

Kym Caufield

Kym Caufield

Kym Caufield

Kym Caufield

Kym Caufleld

Kym Caufield

Kym Caufield

Kym Caufield

Kym Caufield

Internal Financial Controls Self Assessment 2019/2020

*«

Assessor Reason

Valuation, land use obj and rate adj are
recorded and checked, a spreadsheet of al changes is
balanced against the Ledger.

Rate Modelling & conducted to calculate the next year
rate target and generation tested before rate notice run.
Written Procedures are avadable

Pathway Rate module generates the rates and rebates.
This process i3 fully tested and manual cakubtions afe
used to check the system calculations. Written Procedures
are availbble

qu arterly rate notices are posted in accordance with the
Local Government Act and quarterly reminder notices are
sent after the quarterly fines are added lor payment.
Outstanding rates are florwarded to the collection agency
once the rates are 2 quarters in armears.

Rate Department do not own property in the area

Valuations are balance and error rectified before the rate
generation. All processes are tested for error before the
live generation s run. Written Procedures are available

Any changes are fully tested in a training environment to
ensure there are no issues with the process. Written
Procedures are availble

Applic ations are received by the applic ant with supporting
documentation and reviewed via the Lot al Government
Act eligibility criteria and applied by sub delegation from
the CEO to the Senior Rate Coordinator. Discretionary
Rate Rebate are approved by the Elected Council and
appled by the Senior Rate Coord inator.

The Audit process could be slightly improved. Currently
the double check is a weekly process by comparson of
the Land Services listing. An internal proced ure will be

created and implemented.

Mick Wetherell

Eddie Peters

Mick Wetherell

Mick Wetherell

Mick Wetherell

Mick Wetherell

Mick Wetherell

Mick Wetherell

Mick Wetherell

lagree with the assessment, however further work is
required to evidence some rate adjustment transactions.
This was identified in the Interim Audit 2019,

Reviewed the process with Kym. The Rates Modelling
(excel spreadsheet) and Generation Testing (Pathway
system) are checking and confirming calculation
methoology results,

lagree with the assessment

| agree with the assessm ent - avidenced by 98.5%
mcovery rate as at 30 June 2019

lagree with the assessment

| agree with the assessment, The Finance Manager
recelves weekly reconclled updates following provision of
the VG files.

| agree with the assessment.

lagree with the assessors conclusion,

Permissions are regularly (annually) reviewed by IT Dept.
Last review conducted in August 2019,

Powered by ) ControlTrack
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ControlTrack

Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

Code

REV-USE-0008

REV-USE-0007

REV-USE-0006

REV-USE-0005

REV-USE-0004

REV-USE-0003

REV-USE-0002

REV-USE-0001

R uabittes

4 | Borrowings

LiA-BOR-0010

LIA-BOR-0009

Description

There is a process in place to manage
and reconcile bonds and depaosits.

There is a process in place to establish
fees and charges (including GST
treatment) which are reviewed annually
and adopted by Council.

There s a process in place to ensure the
fees and charges are applied in
accordance with those adopted in the
fees and charges reghter,

There is s process in place to ensure
that fee for service income Is accounted
far,

There s a process in place to ensure
that amounts charged are in accordance
with the Council's Fees and Charges
register,

Regular reviews are conducted to
ensure formal lease sgreements and
other Council faclities contracts are
being met and payments are made on
time,

Fees and Charges register is maintained
and made avallable to the public.

Delegations are in place for adjusting or
walving fees for service charges adopted
in the fees and charges register.

There is a process in place to ensure
that loan repayments are made in
accordance with the loan schedule.

The loan register and loan approvals are

subject to management and/or internal
audit review.

Assessor

Morgan Kris

Morgan Kris

Eddie Peters

Eddie Peters

Eddie Peters

Alana Faber

Morgan Kris

Mick Wetherel

Morgan Kris

Maorgan Kris

Internal Financial Controls Self Assessment 2019/2020

*«

Assessor Reason

The bonds and deposits flow are received via the
‘Pathway’ system and reconciled in the GL The reconciling
items wil be identified in this manner.

Yes, there is a process to establish fees and charges

ding GST) and adopled by Council The
‘Fees and Charges’ software package offered by LG
solutions, incorporates a GST review by an independant
GST speciakst (Genesis Accounting).
Once all Fees and Charges have been adopted by Council
they are updated in the Pathway system. Al adopted Fees
& Chames are applied starting from the 1st jul for that
particular year.

Once all Fee For Service charges have been adopted by
Council they are updated in the Pathway system. Al
adopted Fee For Service revenues are mapped via the
Pathway system to the appropriate Techl revenue
accounts.

Once all Fees and Charges have been adopted by Council
they ame updated in the Pathway system. Al adopted Fees
& Chames are applied starting from the 1st Jul for that
particulal y#ar.

Lease amounts are determned in a cordance with the
Property Management Polcy and finance department are
notified each year when increases are to occur for each
tenant. If an issue occurs where Lenants are nott paying
their rental the finance dep artment commespond with me
and | follow R up with the tenant I further action such as
deibt colection & required finance department will be

o und this p . Noting | have never
had a tenant in the & years | have been here had a debt
collection process undertaken.

The ‘Fees and Charges’ schedule is maintained and made
avalable to public at the front counter.

Council Deleg ations and Sub-Deleagtions are in place -
example - Instrument of Sub-Delegation by the CEO to
Manager Finance dtaed 1 December 2019.

Yes, there is a standing order agreement with LG Financial
Solutions and the Bank to ensure repayments keep up
with loan repayments.

The loan register is captured in our reconciiations to

monitor repayment schedule. Supporting
documentation/decision papers are captured as wel.

Mick Wetherell

Mick Wetherell

Mick Wetherell

Mick Wetherell

Mick Wetherell

Alan Johns

Mick Wetherell

Nicola Tinning

Mick Wetherell

Mick Wetherell

lagree with the assesmant

lagree with the assessment.

lagree with the assessment.

lagree with the assessment

lagree with the assessment,

lagree with the assessment, The register is updated
annually as a part of determining the Annual Budget,

lagree with the assessment.

lagree with the assessment.

Powered by ) ControlTrack
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
v
g Liatilties
4 | Borrowings
lagree with the assessment. In addition, an assessment of
:T;:;::‘;"::‘:mmd:‘::;u - - s a place for Mackel & Council's cash holdings is undertaken regularly by the
. . a There a standing order Interest
LIA-BOR-0008 ved ‘ Tﬁ! nd Morgan Kris o qm.b "r Mick Wetherell Team Leader Financial Accounting to determine the
a appropria a monitored ment loans
ﬂ::: oin ﬁ'm“m“ fopey appropriateness of paying down CAD untll the funds are
going ' again required to fund day to day business activities.
Debt repayments are transacted and
recorded in the correct accounting Debt repayments are cap under a ‘S g Order”
LIA-BOR-0007 period, and are reconciled to ensure Morgan Kris with the bank and are automatically transacted in the Mick Wetherell lagree with the assessment.
they are matched to the loan schedule right period and reconciled accordingly
where applicable,
Cashflow forecasts are considered to Quarterly Budget review and LTFP projections provide
LIA-BOR-0006 ensure sufficlent working capal & Maorgan Kris opportunties to monkor and assess sufficient working Mick Wetherell lagree with the assessment.
avallable capital.
All new loan repaymaent schedules and Yes. the Finance Manager or officers with the appropriate
LIA-BOR-0005 conditions are checked prior to Morgan Kris delegation authority wil review such documentation prior  Mick Wetherell | agmee with the recommendation,
accepting each loan, acceplance.
All loans uu!ln ali::nrldm"luhlll:h !l::l.uﬂl Sa Tronsury ant policy In place. CAD and
manageman @) which autline ’
LIA-BOR-0004 " palieyy Margan Kris Debenture gs have been d in accordance  Mick Wetherell lagree with the assessment,
appropriate approval mechanisms and
with the approval mec hanisms.
authority required,
All additions, deletions, and ather
changes to the loan register and loan Only authorized personnel have access to the LG Financial
repayment data are undertaken by Solutions websle. Any amendmenits and transactions are lagree with the assessment, The reference to LG Financlal
LIA-BOR-0003 relevant stalf, and are compared to the Morgan Kris captured. The loan repayments are a “Standing Order* Mick Wetherell Solutions should read LGFA, being the Local Governmant
loan agreement to ensure that they type with the bank. Any errors would be reconciled to the Finance Authadty.
were input accurately. Identified errors monthly loan and bank statement.
are corrected.
A reconc liation ides the opportunity t
A review s undertaken to identify v e c‘n'::- poow . 'w‘:’“em
LIA-BOR-0002 unrecorded loan liabilities at key Morgan Kris i ' Mick Wetherell | agree with the assessment.
movements are reconciled to the LGFA statements at
reporting dates.
regular reviews.
A loan register is maintained including CAD and D - 5 are caplured and lagree with the assessment, however the lending
reference to Council resolution led within the LG F , il & Webske. An institution should read the LGFA, being the Local
LIA-BOR-000L Tpprnvhg the loan and schedule of the " Ksis Amdit st can be o the : . kW . Government Finance Authority. The Council resalution to
loan liability and loan repayments from 9 2980 N . o the borow is not avallable in the LGFA Website but is
the lender. This also includes details of - recorded in Council's Electronic Records Management
schedule iz monitored and mantained.
any Cash Advanced Debentures. System.
4 | Taxation
There is a process in place to ensure c s in phaceto
a
LIA-TAX-0005 that all taxation returns are lodged Morgan Kris [ = | ‘ ! Mick Wetherell lagree with the assessment

within statutory timeframes.

reporting deadlines are met.
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
d
lagree with the assessment. In addition, Council has a
corporate membership with the Australian Tax College
There is a a6 I place 0 Ssure through which staff have access to training opportunities
relevant staff sible for Authorized user have access to AUSKeys and relevant and a Question and Answer facility for matters of taxation.
LATAN preparation of taxalion  anmup " Kris changes to legslation are highkghted wia the ATO portal Mick W ' The accounting team are also members of the SA Local
1o daly snd comply with relovast The AUSkey access is fixed 0 a specific computer's IP Government Financial Management Group who offer
a3 a a
i Ikalive requiresments. address with an ¥ Y ator app. training opportunities through conferenc es/seminars and
- ' peer support. Individual team mem bers are mem bers af
the CPA who also highlight taxation issues, changes and
advice.
Relevant stafl periodically review a There are internal control mechanisms in place such as
LIA-TAX-0003 selection of transactions to ensure Morgan Kris TPAR, GST, FBT and Payrol STP to ensure transactions are Mick Wetherell lagree with the assessment.
appropriate tax treatment. periodically revewed for appropriate tax treatment.
Yes. External adv: being sought for addtional
|“hfu:-l “;‘u "3 3 ton Tax G lagree with the assessmant. In addition LG Solutions
LIATAX External advice is sought where staff " Kris ::T m!:;“‘“ﬂ- lll P :‘:::‘1‘"' :*. un“u 0.“"' Mick W ™ supply financlal modelling and reporting software, the SA
requires additional tech nic al expertise. v = ;m for GST nhhd' 3 Gld o : Local Government Financial Management Group and the
Pty Ltd, : ) Qg 9 N LGA supply pedphery advice as as required,
Financial reporting requirements
All lodgement statemants and returns . BAS s prepared from my end, report and investigate any . Thar 15 ancther officer b review and approve the
LIA-TAX-0001 are reviewed and approved by relevant Stephanie Yao variance then send to Morgan to review before the Morgan Kris
reconciliation prior to lodgement
staff prior to lodgement, lodgement . P v
Rl e |
‘
Where use of bublic assets or services AL this stage. to my knowledge. there Bn't 3 relevant case Not currently any angoing circumstances whaere this Is
a
by Elected m::u" is identified for this here at Unley - but ¥ there was, we would issue an reguired. However, processes are In place to ensure
EXP-ELE-0006 dabtors Involcs Is raised for Kathryn Goldy . invoice and recover the personal use component. All Tami Norman - mecovery of costs If circumstances change, and Elected
relmbursement N members are aware they are not supposed o use council Members are aware of their obligations in relation to
provided assets for personal purposes. personal use of councll provided assets,
Significant effort has been applied to reviewing and
The AB and Benafls R . improving the Allowances and Benefits register to ensure
wnd review lemmt;ul o . - It captures and reflects the required information, This
.wi a relevant
Register of Allowances and Benefits wmu?mmmm ¢ been recorded lun: work I8 now lergely complets, with publicatien of
9 e - information to the website the last stage to be finallsed,
maintained by designated person and i - 201920 period. This is close to being able to be publicy
EXP-ELE-0005 Kathryn Goldy E Tami Morman The process has been documented and is now clearly

made publicly available. The Register is
reviewed to ensure accuracy.

avalable on the website. Steps will be put in place to
ensure that the register s maintaned to ensure accuracy
in the future. The current rating is at the curment point of
time and will very shortly be a higher rating

understood, including roles of other parts of the
organisation in providing detall relevant tothe Register,
Record keeping processes have also been reviewed and
actioned to ensure proper documentation of information
relevant to the Register.
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
v
The Principal Governance Officer ensures that the
Elected Members must complete and expenses which are being ¢ bimed are in accordance with
sign an expense reimbursement form the relevant Policy. Together with the form has been
when claiming Council related signed. If the forms has not been signed it will be returned
expenditure in line with the policy back to the EM for their signature prior to a payment
EXP-ELE-0004 (including providing valid substantiation) Kathryn Goldy - being made for expense reimbursement. The Tami Morman - This process is working effectively.
and Is authorised by a relevant officer. reimbursement & also checked to ensure that the comect
The signing of the form confirms that GST is being recorded for AP purposes. The Policy &
the Elected Members have excluded all S0006: ELECTED MEMBER ALLOWANCES AND BENEAITS,
items of a personal nature. ECM number s 2192641. Relevant Expenses are recorded
on the Alowances and Benefits Register
EM's are aware that they need to complete a
Elected Members mu st complete and reimbursement expense form and provide copies of
| Imbursement 1 . which Id be for childcare of phone receipts.
':ﬂ ’nial.::.m:“nulul tod o ':qum -m‘mnuo:mm :“ 0‘:‘ This process is working effectively, with appropriate forms
EXP-ELE-0003 Wwhen claiming Councll refa Kathryn Goldy . paymant ' ncipal Governance Officer . \orman . and documentation in place to ensure reimbursement of
expenditure in line with the Policy checks the relevant form which has been provided and axpanses b accurate
a ale.
(Including providing valid substantiation) makes sure the correct receipls are supplied and that the e
and are authorised by relevant staff, form has been signed by the relevant EM before payment
will be authorsed by the Executive Manager.
All Elected Members allowances ame in E:.::n actic 'l“ ’“:‘ :':““ - ::n o Aprd
[ practice & to generate the payments advices in
accordance with the remuneration This process is working effectively, with timelines
AP-ELE-0002 Kat G f o be made to EM's. Those ents Tami Morm
EXPELE tribunal and are paid in a timely heyn Goldy . v w " o paym o o . documented and processes in place to initlate paymaent,
I ner received will be in advance for the period of May to july
) (01/05/20 to 31/07/20)
A policy calied S0006: ELECTED MEMBER ALLOWANCES
AND BEMEFITS & current and & next due for review in
November 2022. ECM document numbser is 2192641, This
A policy clearly outlines what Elected policy s avallable on our website. Any expenses that &
Members can claim for council related " sought to be reimbursed is actioned through a form which This process is working very effectively, with clear
EXP-ELE-0001 expenses and is clearly communicated " Goldy is required to be completed by EM's and it & reviewed by Tami o . documentation and record keeping assoclated,
and adherence monitored. Principal Governance Officer or Exec Manager prior to
being passed to Accounts Payable for payment. The
Allowances and Benefits Regsiter is maintaned n
accordance with requirements.
R st |
y
There is a process in place to review and
approve all credit notes for sundry "
4 4 ;
AS5-DEB-0015 dobbors In scosedunce with deloge Chris Arthur - Attachment A shows the current Bad Debt Delegation Kym Caufield . Agree to Chris' comments
of autharity.
Thire s I plact o wnure There & no actual process in place. Any change o
L a
ch to the debtors master fil on f the data the ch. hecked inst th
ASS-DER-0014 anges e de ma e are Chels . - e k¢ by the the entry Kym eid B entry of the data the changes are checked against the

com pared to source documents to
ensure they are inputted accurately

to ensure atcuracy.

documentation received.
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

Code

AS55-DEB-0013

AS5S5-DEB-0012

AS5-DEB-0011

ASS-DEB-0010

AS5-DEB-0009

AS5-DEB-0008

AS5-DEB-0007

ASS-DEB-0006

ASS5-DEB-0005

ASS5-DEB-0004

ASS-DEB-0003

Description

The organisation maintains a Debt
Collection Policy andjor procedure.

Statements are provided regularly to
debtors.

Relevant staff reviews sundry debtors
ageing profile on a regular basis and
investigates any outstanding items, and
considers provision for doubtful debts
at year end,

Relevant staff reviews debtors ageing
profile on a regular basis and
Investigates any outstanding items, and

Internal Financial Controls Self Assessment 2019/2020

Assessor

Chris Arthur

Chris Arthur

Chris Arthur

Chris Arthur

considers provisions for doubtful debts.

Records of bad debt write-offs should
be maintained,

Involce and credit note input data is
balanced; out-of-balance batches are
corrected promptly,

Debtors system provides aud it trail to
record changes made to master file,

Debtors and revenue are compared to
budget regularly and investigates
significant variances,

Debtor's reconciliation s performed on
a regular basis to the General Ledger

and reviewed by appropriate staff, with
consideration of segregation of duties.

Debtor's reconciliation is performed on
a regular basis to the General Ledger

Chris Arthur

Chris Arthur

Chris Arthur

Chris Arthur

Morgan Kris

Morgan Kris

and reviewed by an appropriate persan.

Bad debt write-offs and movements in
the provision for doubtful debts for
Sundry Debtors are processed in
accordance with delegations of
authority and Local Government Act.

Chris Arthur

*«

LN

o

o

Assessor Reason

Attachment B shows the current procedure for
outstanding debt collection.

mmmﬂwmﬁﬂm.

The Finance Manager reviews the 30, 60. 90 days
outstanding balances report. Plus | send reminder letters
reguiarly to outstanding debtors.

The Finance Manager reviews the 30, 60, 90 days
outstanding balances report. Plus | send reminder letters
regularly o outstanding debtors.

Hard copy records are kept for any Credit note processed.

Involce and Cred note batches are balanced before
processing to ensure correct amount processed.

There is no report that can be produced that shows what
has been changed on any master fie at the moment. But
I.T. Department may be able to write a script to do this. |
have never asked them to produce one.

Finance M. the bal ona

g
monthly basis.

Reconciliation is performed regularly and reviewed by an

appropriate person . with consideration of segregation of
duties.

Reconcilistion is performed regularly and reviewed by an
appropriate person

Any bad debt rght off & authorised by the relevant Team
Leader or Manager by filling in and signin g the Credit Note
request form.

Kym Caufield

Kym Caufield

Kym Caufield

Kym Cauield

Kym Caufield

Kym Caulield

Kym Caulield

Kym Cauield

Mick Wetherell

Mick Wetherell

Kym Caufield

+ ]

4

B B

o

4

=]

[ ]

As Chris Attached

Statements are sent on a month by basis - Debtor Invoice
have a 30 day for payment term.

Aged Balance reports are run monthly and debts
investigate and followed up for payment, A list of doubtful
debts will be produced for the Finance Manager
consideration before the 30th June

Manthly Outstanding Balance Reports and Aged Balance
report are processed for debt investigation, Statements
are sent on a monthly basis and reminder letters are sent
to those debtors that are more than 30 days In arrears for
paymaent,

& hard copy of the authorsed credit notes is filed in hard
copy

Agree involce batches and credit notes are balance to
request before updating the batch,

The aud it trail for the Debtor Master file changes can be
access via the NAR Record which is the central name
database for all modules

Outstanding and Aged debt report are to be provided to
the Finance Manager to review on a manthly basis

| agree with the assessment

lagree with the assessment

Bad debts right off credit notes requests are approved by
the manager or team leader of the department initiating
the debt. Implement a final write off by the Finance
Manager

Powered by () ControlTrack
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Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
A ] L4 ]
Documentation submitted requesting a Invaice or Credit
are authorised by the appropriate team leader or staff
D by the Team Le: o member with delegation. Documentation Is registered to
ECM. Batch Reports are produced for every batch created,
All invoices ralsed and credit notes " Manager of that particular area & requested prior to
AS5-DEB-0002 applied have an audk tral Chris Arthur 4 np sy Cradit Al in e Kym Caufield 4 identifying the user, the transaction type and d ate of
' by the Teom Le;su . transaction can be used as an Auditing tool. Each debtor
' has a histary of the transaction d scument created which
identifies the use who produce the document, date and
description.
Access to the debtor's master file is
AS5-DEB-0001 "’"H.dl te :‘; w'ﬂ.’f :‘ﬂqm“d Chula A . Only 2 stafl members have sccess to make changes to the Eoon Eoafield Senior Rate Coordinator and the Rate Officer are the anly
an i I 5 Arthur 4 u
P y Debtors Master fie. - staff member with access to alter the Debtar Masterfile
staff for accuracy and on-going
pertinence,
.
lagree with the sssessment, Under arrangement with the
Council's bank, funds greater than $50,000 in Council's
general bank account are “swept”® to Investment, Council's
Th s in to it
. :h" ﬂ; :::l::nd ::::. . T::G:(' The Long Term Financial Man (LTFP) projection and general account Is reconclied dally and the balance noted,
o a a a .
ASS-INS-0012 Surplus funds Invested in accondance Morgan Kris Budget Reviews provide consistent opportunities o Mick Wetherell On a regular basis, usually coinciding with AP paymants
with Councll polic o “ monitor and assess anticipated cash flows. Igenerally weekly) the cash balances of accounts are
Py, reviewed in order to assess avallable balance of funds,
Budget Reviews, Annual Budgets and Long Term Financial
Plans help determine longer term cash needs,
Whist no pro forma documentation is in place, discussions
with Financial Accountant reflects that knowledge of the
flict of interest and Code of Conduct provisions satis?
There is a process in place to ensure ‘m:ﬂ ' Sonce wil be met - tﬂ“h'
me complance w . Decisions to invest wi
ASS-INS-0011 compliance with Conflict of Interests Mick Wetherel . . T - . Nicola Tinning
and Code of Conduct. prrentfrane bodes fave e through a tende
process (NAB) and as an accepted support for the
statutory formed LGFA body by the Councll direct and
have not g finance staff b
Stafl involved in the investment decsion - o stall of are sware of € rs Tre
involv a oundi
ASS-INS-0010 making process understands their Mick Wetherel - " . . d Nicola Tinning -
obligations under the investment Policy. g ¥ '
The récords/ reports afe avalable from Local Government
ASS-INS- Records of investments are kept " Kris F 1 y (South -Fi Services Mick W 1 Full transactional history, current balances, rates, and
detailing amounts and maturity dates. 9 = website. It is a one-stop website which details the maturty dtaes are available on line
transactions.
s essed | for all
Jlnurn: :‘:prn: m::::I N NAB investment account and LGFA accounts are reviewed
nvestments and a reconciliation
AS55-IN5-0008 Stephanie Yao on weekly basis and ML is being done on weekly basis to Morgan Kris
process is in place to verify accuracy of - ¥ - e ﬂ
capture ransactions
transactions.
Delegations are in place for approving . < ' 9 are in phace - of sub : o
ASS-INS-0007 Mick Wetherel Bl oeesstion by thechief Executive Officerdated 1 Nicala Tinning =

and making investment decisions.

December 2019. (Document Set 4828691)

Powered by () ControlTrack

Page 45 of Audit Committee Meeting Agenda 18 August 2020

Page 11 of 13



Iltem 3.2 - Attachment 1 - Internal Financial Controls - Self Assessment Report - 2019/2020

ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor b g Assessor Reason Reviewer oy Reviewer Reason
A ] L ]
The performance is reviewed quarterly with the budget
Council reviews investment review cycle. It has only been this past financial year was
ASS-INS-0006 performance at least annually in Mick Wetherel . Unab e to locate recent reporting Nicola Tinning that the annual performance was not signed off. However,
accordance with relevant legislation. Council does undertake a 4th quarter review to provide
Council a preliminary end of year result,
Council has a clear and comprehensive Council has adopted a Treasury Management Policy, last
AS5-IN5-0005 investment policy to assist when making Mick Wetherel - reviewed August 2019 which provides for investment Nicola Tinning .
any decisions to invest funds. decsions. Next review is scheduled for August 2022,
Council's investmenis are placed in ine with Council's
Treasury Manag Policy i.e. with LGFA, bank
Conflicts of interest are to be disclosed interest bearing deposits. bank bills and bank certific ates
A 0004 Mick Wetherel Nicola Tinni
SS-INS- as part of iInvestment decslon process. . of depost. Funds have been lodged with NAB (current "9 .
bankers) and LGFA cons stently for the reporting period
and no conflicts have needed to be declared.
Cash transfers between bank accounts
and Investment bodies are undertaken Only staf! with the appropriate authority can faciitate the
A Morgan Kris 4 Mick Wetherell lagree with the assessmant
§5-INS-0003 by appropriate staff, Assets - - required transfers. . o9 N
Investmaents
All invest it to be held in the
N m‘::;:ﬂc::nr:l or assoch :.d UCC's CAD and Debentures are captured in its name.
3 a a
0002 Morgan Kris 4 Reference : the a G ment Financ al 5 Mick Wetherell lagree with the assessment,
ASS-INS: antitles In accordance with the source of i =) 1 b ” !
funds,
Actual investment income compared to p—— od by the Finance 4 -
ASS-INS-0001 budget on a regular basis; variances are Mick Wetherel companent of sach "::' auariarly act “I Micala Tinning
a w - i
investigated. Assets - Investments L
.
The project ledger i o the GL o ¥
Where there is a separate system to throughout the month ¢.9. anytime pumals are
ASS-PRO- manage projects, relevant financial Rocxans o . processed. Month End the projects are finalised to the GL Mick W " | agree with the assessment,
Information is reconclied to the general and any discrepancies are amended immediately. The
ledger, reports are sent to gers whose resp ity it s to
check that all projects have been ac counted for comectly.
There is an on-going review of current Month End there is particular focus on projects and
projects having regard to project scope 18, this is ated to parties
AS5-PRO-0005 and delivery within budget and with Rooxana Webber - through meetings and emails for updates and Mick Wetherell lagree with the assessment.
variations communicated and endorsed explanations. Budget review changes are communic ated
within relevant Delegations of Authority. through emails and any variatons to projects are filed.
The project costing method ology is All costings/invoices are recorded again st pre-defined
ASS-PRO-0004 k d to ensure appropriate costs ae Aaron Wood project budget knes to ensure all costs for a given project Roaxana Webber -
recorded. are recorded against that project.
P::—::s:s ‘::" hmTe?smpemr St‘:: I:h. .hg All project scope changes and cost variations are assessed Any budget requests for changing the project scope are
AS5-PRO-0003 = anging = Aaron Wood and app d by the g '] ger in line Rooxana Webber approved by Finance after they have been approved by
with approvals in accordance with
with deleg ation authority. the Manager.

Delegations of Authority.

Powered by 3 ControlTrack Page 12 of 13
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ControlTrack
Internal Financial Controls Self Assessment 2019/2020
Code Description Assessor € Assessor Reason Reviewer e} Reviewer Reason
v L4
B et
4 | Project Costing
Exception report generated detailing all
variances for project costs over a fixed Project Summary reports sent monthly to each Division to
All varations to original project estimates are approved by
threshold (i.e. percentage or dollar follow through and investigate the variances and input
AS5-PRO-0002 Aaron Wood either the Manager/General Manager in line with Rooxana Webber
amount), Exception report reviewed by comments. There |s roam for improvement for relevant
delegaton authornity limits.
appropriate staff and all significant staff to investigate and review in a prompt manner,
varlances are investigated.
Al e t tenders, contract s
Actual project costs are regularly M““ :: proyec .: “::J“ o mq.:;anen All project costs are compared to budgets by the Finance
compared to budgets; significant 86 purchacss are approved by Sppropriate ? Business Partner, there is Tech One training required for
AS5-PRO-0001 Aaran Wood officer/manager. Budgets are reviewed monthly with Rooxana Webber
varlances are investigated by ‘ N tundated i & some individual stafl to better understand thelr projects
appropriate staff, (PFOQPESS Faports of each project up pra (O financ lally,
perating project sp
Powered by () ControlTrack Page 13 of 13
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INFORMATION REPORT

REPORT TITLE: STRATEGIC RISK REGISTER

ITEM NUMBER: 3.3

DATE OF MEETING: 18 AUGUST 2020

AUTHOR: LIDA CATALDI

JOB TITLE: PRINCIPAL RISK MANAGEMENT OFFICER
ATTACHMENTS: 1. STRATEGIC RISK REGISTER - AUGUST

2020

EXECUTIVE SUMMARY

The Executive Management Team (EMT) reviews the Strategic Risk
Register on a quarterly basis, which includes the monitoring of the
progress of treatment plans implemented to mitigate each risk. The most
recent review was conducted on 4 August 2020 and the revised document
is now provided to the Audit Committee for information.

RECOMMENDATION

That:

1. The report be received.

RELEVANT CORE STRATEGIES/POLICIES

4. Civic Leadership
4.1 We have strong leadership and governance.
4.3 Our business systems are effective and transparent

BACKGROUND

The Executive Management Team (EMT) reviewed the Strategic Risk
Register on 4 August 2020. During this review, EMT updated the status of
the treatments plans and revised timeframes where necessary.

DISCUSSION

The review undertaken by the Executive Management Team for each
Strategic Risk include:
- Review of the negative contributory factors and risks
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- Review of target completion dates for EMT focus and CEO KPIs
under Treatment Plans

- Consideration relating to the long term impacts as a result of
COVID-19 on Council operations

- ldentification of one emerging risk relating to the implications from
Council’'s investigations of financial incentives to improve tree
canopy

A full copy of the current Strategic Risk Register is provided as Attachment 1.

Attachment 1

6. REPORT AUTHORISERS

Name Title

Tami Norman Executive Manager, Office of the CEO
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Item 3.3 - Attachment 1 - Strategic Risk Register - August 2020

STRATEGIC RISK REGISTER

This Review ~ 4 August 2020 by:

Peter Tsokas — Chief Executive Officer
Megan Berghuis - General Manager City Services

Tami Norman - Executive Manager - Office of the CEO
Nicola Tinning - General Manager Business Support and Improvement

Claude Malak - GM City Development)
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Item 2.3 - Attachment 1 - Strategic Risk Register - August 2020

Responsible Managers: CEOQ, EMT, CFO

Community Plan Theme: CIVIC LEADERSHIP & ECONOMIC PROSPERITY

Negative Contributory Factors:

Forecasting tools are not relevant or out of date .

# Long Term Financial Plan is not maintained or not appropriate for business needs
Financial resources to deliver required services are inadequate

Financial capacity to meet service delivery demands

Financial resources are not managed in line with treasury management policy

Debt levels and debt management strategies are not in line adopted targets or are
not sustainable

Inadequate project management practices
Impact of pandemic on local economy and Council’s operating results over time

Changes to market in cemetery operations (CPCA)

Risks:

ation & Cor

Financial Malad
into the future

ption Inability to delivery community expectations
Financial sustainability is compromised

Reputational Damage

Legislative Compliance (Financial) are not met

Inter-generational equity is not achieved

insufficient project funding

Failure to deliver on plans and strategies

Limitations to service delivery options

Service level reduction

Centennial Park Subsidiary becoming unviable

Likelihood: Possible

Consequence: Major

Inherent Risk Rating: | HIGH

Existing Controls/Mitigating Practices:

#* Endorsed Community Plan, Four Year Delivery Plan and Annual Operating Plans

» Comprehensive budget development process that meets legislative requirements
(including cost estimates & consultation).

Long Term Financial Plan in place with adopted financial targets; reviewed

annually .
* Adoption and application of the Better Practice Model - Internal Financial .
Controls
-
*  Prud I F L

Treasury Management Plan

Owners Executive has been established and Board representation for Centennial

Infrastructure & Asset Management Policy & Plans are linked to the long-term financial
plan

Quarterly budget review process

Regular Financial reporting and budget monitoring

Qualified and experience finance human resources

Oversight from the Audit Committee

External Audit

Defined and agreed levels of service

Continued corporate performance reporting on external grants to Council (CEO KPI)

Park
# Quarterly Reporting from subsidiaries to owner Councils
Control Effectiveness: Moajority Effective Risk Tolerance up to: MEDIUM
Likelihood: Rare Consequence: Major Residual Risk Rating: MEDIUM
Treatment Plan: Responsibility: Target Completion Date:
EMT Focus Area: Project Planning and Management — principles of project planning and management are used to effi ly manage r s, risk and delivery
1  Revised project management framework * GMCD * Jun2020 — Dec 2020
2 Provide training on i project B nt framework to relevant staff * GMCD/GMBSI * Aug-2020— Mar 2021
3 Impl it Project M t Fr k * GMCD * Sept2020 - Mar 2021
4 EMT quarterly review progress of approved projects (at various levels across the organisation) = at least . EMT o Jum-2020 - Sept 2020
EMT Focus Area: Corporate Performance Reporting — promaote council P Y, ace bility and performance against service levels:
1 Develop appropriate measures to report on corporate performance quarterly: * EMT * Jum 2021
2 Ensure quality and accuracy of data for corporate reporting purposes * GMBSI/EMT * Jum 2021
CEO KPI - Non-Rate Based Funding — Increasing the sourcing of non -rate based revenue
# The review of Council Services to identify savings include the identification of additional income generation * GMBSI/CEO * Jum 2020 - COMPLETED
opportunities.
* Report to Council identifying non rate based revenue streams that could be introduced. * GMBSI/CED * Jum 2020 - COMPLETED

CEO KPI - Financial - Ensure the inability of the org ion through sound fis i

and on-going reviews of its operations to realise efficiency gains

« Draft Annual Business Plan for Elected Member review. « GMBSI/CEO * Apr 2020 - COMPLETED
+ 202021 Annual Operating Plan include clear levels of service for each service area. + GMBSI/CEQ * Jun2820 - Sept 2020
Review of Long-Term Financial Plan = GMBSI * Jun 2020 - COMPLETED

Review of Infrastructure & Asset Management Plans = GMCD * Nowv2020
Centennial Park Charter Review e CEO e COMPLETED

EMT reviewed —4 August 2020
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Responsible Managers: CEO, EMT, Managers Community Plan Theme: & CIVIC LEADERSHIP
Negative Contributory Factors: Risks:

+« Community Plan is out of date or not relevant # Dissatisfied community (public outrage)

#  Annual Business Plan and Budget process is not aligned with Community Plan and 4 » Reputational damage (negative media)

Year Delivery Plan
=  Resourcing is not aligned to 4 Year Delivery Plan
#»  Long Term Financial Plan is inadequate
*  Conduct is inconsistent with Code of Conduct/ Values

# Systems and processes don’t appropriately capture information regarding community
needs

+ Infrastructure & Asset Management Plans are inadequate

+  Legislative movement of responsibilities

+ Disengaged Elected Members

+ Expectations of Elected Members lack of alignment with the Council role
*  Four-year election cycles

= Instability of staff (people leaving a negative environment)
»  Organisational culture is negatively affected

= Negative perception of performance of the Council (Elected Body)

Likelihood: Possible Consequence: Major Inherent Risk Rating: | HIGH

Existing Controls/Mitigating Practi

+  Community Plan 2033 «  Organisational culture and values

»  Annual Business Plan and Budget = Role clarity and Position Descriptions aligned to service delivery

*  d-year Delivery Plan = Consultation processes (YourSay, website, social media)

*  Annual Operating Plan » Customer Experience Framework

*  Long Term Financial Plan « Customer satisfaction surveys

*  Strategies, Policies and Procedures & Community Engagement Framework and Policy

* Infrastructure & Asset Management Plans =  Service Reviews

« Corporate Performance Report « Communication Channels

« CEOKPIs » Business Continuity Plan & Emergency Management Plan

*  Role Clarity Framework for service delivery # Regular Elected Member briefings, kshops and training

Control Effectiveness: Majority Effective Risk Tolerance up to: | MEDIUM

Likelihood: Rare Consequence: Major Residual Risk Rating: | MEDIUM

Treatment Plan: Responsibility: Target Completion Date:

EMT Focus Area: Workforce Planning - we have the required number of people to deliver Council’s 4-year Delivery Plan:

1  Establish and implement the appropriate ratio of tvs contract roles and identify the workforce e EMT » Jun 2021
devel 1t strategies required to achieve the next 4-year Delivery Plan

EMT Focus Area: Customer First Culture - The org has a t first app h in the delivery of service:

1 Develop and impl t external C Service Standard *« GMCS ® Jun 2020 - COMPLETED

2 Develop and impl internal C Service Standard = EMT * Jun 2021

3 Include a Customer First KPI within the PDR process for all staff * GMCS/GMBSI * Jun 2020 - COMPLETED

4 Continue to undertake a program of customer surveys and feedback using a diverse range of « GMCS ® Jun 2020 - COMPLETED
methodologies

5 Design and implement training across the organisation to reinforce service culture and core competencies. | « GMCS/GMBSI * Jun 2020 - COMPLETED [design)|
(19/20, noting potential implementation over two years) « Jun 2021 (impl N

6 Improve the collation of complete customer service data, including services not currently reported GMCS Jun 2020 - COMPLETED

EMT Focus Area: Maximised Self-Help Options - Self-help options are made lable to ¢ to imp their experi

1 Apply people centred design principles and new technologies to inform online improvements: * GMBSI ® Jun 2020 - COMFLETED

2 Redesign Council's website to increase customer self-help options:

* GMBSI/EMOCEQ

* Jun 2020- COMPLETED

3 Develop and report on targets for online usage and satisfaction: = GMBSI/EMOCED » Dec 2020
EMT Focus Area: Understanding our Purpose — Our people understand their role in 4-year Delivery Plan
5  Assist Council to review the 4-year Delivery Plan and develop a corporate reporting framework to moniter | « CEO * Sep 2020
progress:
CEO-KR) ie-Bl H
= . % L]
Undartaka o b, 5 giePl it thot-will gssist Council ach the goals of the Community o CEQ/EMT s Jun2020
Plan
CED KPI - Digital Strategy — The City of Unley’s Digital Strategy provides a practical fri k to guide the Council’s provision of digital services and use of digital and Smart City
technologies, supporting Unley’s 4-year Delivery Plan and Community Plan
* ‘Website ‘go-live’ (full) = GMBSI * May 2020 - COMPLETED
* Smart data platform implemented * CEO/EMT * Dec 2019 - COMPLETED
+ Implementation of smart technology in Heywood Park « GMCD « Dec 2019 - COMPLETED
* Implementation of smart technology on King William Road * GMCD * Dec 2019 - COMPLETED
Review of Elected Member training plan + EMOCEO « Jun 2020 - COMPLETED
Review of Asset Management Plans * GMCD * Nov 2020
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Item 2.3 - Attachment 1 - Strategic Risk Register - August 2020

Responsible Managers: CEO, EMT, Managers

Community Plan Theme: CIVIC LEADERSHIP

Negative Contributory Factors:

Inappropriate conduct of staff/Elected Members
Inaccurate information

lll<informed decision makers

Lack of role clarity and decision making (elected members)
Deficient policies and procedures

Noncompli

Internal control failures

e with legisl, igations/requirements
Inappropriate delegations
Lack of governance framework

Lack of plans to respond to events that impact service delivery (from Risk 6)

Risks:

Reputational damage /risk (from risk 6 — to be deleted)
Scrutiny by regulatory bodies (ICAC/Ombudsman)
Financial impact/cost

Loss of confidence in council

Staff attraction and retention

Likelihood: Likely

Consequence: Catastrophic
(Reputation)

Inherent Risk Rating:

ing C Is/Mitigating Practi

Legislative obligations (eg. Code of Conduct, Policies etc)
External regulatory framework in place

Policies and Procedures

Delegation of Authority (Legislative and Financial)
Elected Members briefings and workshops

Expert advice provided by skilled staff

Elected Members training programs

Independent Members selection and training processes in place
Agreed and Endorsed Meeting procedures

Risk Management Framework

Internal Controls Framework

Reporting Quality Control

Quality and experienced governance human resources

Control Effectiveness: Majority Effective Risk Tolerance up to: | MEDIUM

Likelihood: Unlikely Consequence: Catastrophic Residual Risk Rating: | MEDIUM

Treatment Plan: Responsibility: Target Completion Date:

- Elected Members development program implemented to enhance role clarity EMOCEQ * Mar 2021

- Delegation review and training (understanding roles, responsibilities and delegati v) EMOCEOD » Dec 2020

- Risk Management awareness training EMOCED * Jul 2020
(Risk Management Policy
endorsed 24/02/2020 - C0189,/20)

EMT Focus Area — Understanding our Purpose — Our people understand their role in the 4-year Delivery Plan

4 Confirm an accountability matrix that articulates decision making at each level of the organisation: * GMBSI/EMOCED ® Jun 2021

EMT reviewed —4 August 2020
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Item 2.3 - Attachment 1 - Strategic Risk Register - August 2020

Strategic Risk Register

e obligations

Responsible Managers: CEO, EMT, Managers

Community Plan Theme: CIVIC LEADERSHIP

Negative Contributory Factors:

Other levels of government assigning new/different responsibilities
Increasing compliance and reporting obligations

Changing legislative obligations

Local Government Reform agenda

Mot monitoring external environment and trends

Reallocation of responsibilities via legislative changes

Four Year election cycles

Risks:

Failure to meet compliance obligation
Reputational damage

Loss of confidence in Council

ICAC investigation

Unreasonable Customer expectations
Negative Media exposure

Financial Sustainability

Negatively impact on service delivery & levels

Negative impact on organisational culture

Likelihood: Possible Consequence: Major

Inherent Risk Rating: | HIGH

Existing Controls/Mitigating Practices:

Strategic Planning framework and documents (e.g. Community Plan, Annual Planetc)
Long Term Financial Plan/Annual Business Plan & Budget

Policies and Procedures

Internal Controls

Risk management framework

Audit Committee

External/internal Audit

Appropriately trained and experienced staff

Access to suitably qualified service providers for support (e.g. legal advice)

Access to LGA resources & opportunity to influence outcomes

* Delegations # Collaboration between Councils

+ External liaison and relationship management =« ERA

Control Effectiveness: Majority Effective Risk Tolerance up to: | MEDIUM

Likelihood: Possible Consequence: Major Residual Risk Rating: | HIGH

Treatment Plan: Responsibility: Target Completion Date:
Preparation for LG Reform s EMT * Ongoing

Investigate development and implementation of Legislative Compliance register * EMOCEO * Dec 2021

EMT reviewed —4 August 2020
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Item 2.3 - Attachment 1 - Strategic Risk Register - August 2020

Responsible Managers: CEO, EMT, Managers

Community Plan Theme: CIVIC LEADERSHIP

Negative Contributory Factors:

+ inability to attract appropriate staff

# Inappropriately skilled staff

* Megative organisational culture

#»  Lack of contemporary working conditions

= Limited access to ongoing training and development
*  No career progression opportunities

#»  Lack of workforce planning

#» Job doesn’t meet staff expectations

#»  Unsatisfactory relationship with Elected Members
*  Poor recruitment practices

*» |neffective knowledge management

#  Lack of appropriate staffturnover

#»  Out-dated systems and processes

#»  Covid-19 related disruption and distraction

Risks:

Unnecessary high staff turnover
Failure to deliver plans and strategies
Community expectations not met
Reputational damage

Inability to retain the right staff

Loss of corporate knowledge

Likelihood: Possible Consequence: Major

Inherent Risk Rating:

Existing Controls/Mitigating Practices:

*  Recruitment strategies and practices

* Well established brand

*  Active management and development of organisational culture (OCI)
+  Appropriate employment conditions

+ Continuous Improvement

*  Working From Home Framework

Documented job descriptions documented and reviewed

Corporate Values
Development planning process (PDR)
Relevant resources and tools

Digital Strategy and BS&S Capability

Control Effectiveness: Majority Effective Risk Tolerance up to: | MEDIUM
Likelihood: Unlikely Consequence: Major Residual Risk Rating: MEDIUM
Treatment Plan: Responsibility: Target Completion Date:
EMT Focus Area — Workforce Planning — we have the required number of people to deliver Council’s 4-year Delivery Plan
1 Establish and implement the appropriate ratio of permanent vs contract roles and . EMT e Jun2021
identify the workforce development strategies required to achieve the next 4-year
Delivery Plan
2 Align the labour budget to reflect the priority areas determined by Council * EMT+GMBSI * Jun 2020 - COMPLETED
3 Review and update organisation structure and succession plan * EMT * Jun 2021
EMT Focus Area — Employee Engagement — Our people collaborate for success and are valued, dandr d for their achie t
1 Establish and implement a communication framework and plan that conveys what will « GMBSI/EMOCED & Jun 2021
be communicated, to who, when and how
2 Implement an on-line climate survey tool to provide a regular interim measure » GMBSI * Jun 2021
between OC| surveys
3 Develop a Reward & Recognition policy to provide a framework for recognition in the « GMBSI *  Jun-2020 - Aug 2020
organisation
4 Develop a calendar of key corporate processes and deadlines * EMT #* Dec 2020
EMT Focus Areas — Understanding our Purpose — Our people understand their role in the 4-year Delivery Plan
1 Develop purpose statements for work areas that are aligned to organisation’s o EMT * Dec 2020
purpose
2 Include clear purpose statements for all position descriptions « GMBSI +« Dec 2020
3 Review the PDR process to ensure it is meaningful for our people * GMBIS * Jun2021
EMT Focus Area — Digital Workplace — Enhance our performance through the introduction and integration of digital technologies
1 Deliver the “Digital Workplace” (intranet) via a cross functional team = GMBSI/EMT * Sept 2020
2 Populate the Digital Workplace with appropriate content * EMT * Jun 2021
3 Provide a training program to enable delivery of Digital Workplace * GMBSI s Dec 2020
EMT Focus Area — Continuous Improvement and Innovation — Support our people to | e and conti ly imp
1 Establish an ‘innovation and red tape reduction register’ to capture and implement = GMBSI = Sept 2020
ideas for productivity improvement
2 Provide a training program on the application of continuous improvement tools * GMBSI *  Jun-2020 - Mar 2021
3 Integrate continuous improvement as a ‘business as uswal activity” within each service = EMT * Dec-2020 - Mar 2021
area
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Item 2.3 - Attachment 1 - Strategic Risk Register - August 2020

Strategic Risk Register

Event Description: Inability to respond to climate change

Responsible Managers: CEO, EMT

Community Plan Theme: ENVIRONMENTAL STEWARDSHIP

Negative Contributory Factors (“root” couses / how and why the event arfses):
*  Extreme weather events

* Increased urban infill

# State Government Planning Reforms

#»  China-Swerd — lack of recyclables market

# Increased waste production by the community

Risks:

= Canopy reduced — [out of Council's control)

#» Reputational impact — as community has strong ‘green’ focus
* Heat-Island effect

=  Public Health implications and risks

= Reduction in quality of life now and future

* Increased costs

* Impacts to rate-payers

= Impact to local flora and fauna

*  Loss of enviable amenities

#  Unley does not become a desirable place to live

Likelihood: Almost Certain Consequence: Major

Existing Controls/Mitigating Practices:

* Tree Canopy Action Plan

+  Budget allocation for 19/20 to target canopy cover has been established

*  Brown Hill Keswick Creek subsidiary & delivery of Stormwater Management Plan
* Strategic Plan and objects

* Re-use water (dam and aquifer)

* Water Sensitive Urban Design

* Waste management plan
*  Public Health Plan

* Alternative Energy initiatives
Cycling and walking network

Control Effectiveness: Majority Effective Risk Tolerance up to: | MEDIUM

Likelihood: Unlikely Consequence: Major Residual Risk Rating: | MEDIUM

Treatment Plan: Responsibility: Target Completion Date:
Develop new 4-year delivery plan * EMT * Sep 2020

Review long term financial plan * GMBSI * Jun 2020 - COMPLETED
Review Infrastructure & Asset Management Plans « GMCD * Nov 2020

t-C to implement policies, str

F F g

CEO KPI 2019/2020 - Envi

and projects to drive improved

The Council has established a number of policies and strategies to maintain and enhance our urban environment and strengthen the City's resilience to climate change. The ongoing
implementation of strategy through a diverse range of key projects will demonstrate the Council's leadership to our community:

lity across the City

-New waste management plan endorsed by Council
-New waste management contract
-Update and expand Tree Strategy — endorsed by Council for community consultation

-Implementation of year one - Canopy Action Plan

* GMCD * Jul-2020 - Nov 2020

s GMCD * Sep 2021

* GMCD » Feb 2020 - COMPLETED
* GMCD ® Jun 2020 - COMPLETED

EMT reviewed —4 August 2020
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Iltem 2.3 - Attachment 1 - Strategic Risk Register - August 2020

rategic Risk Register

June 2019
1. Business viability on King William Road
2. Economic Activity within the City

November 2019
1. Sustainable economic activity

April 2020
1. Business Viability City Wide (post Covid-19)
2. Workforce and service delivery issues (post Covid-19)

August 2020
1. Implications from Council’s investigations of financial incentives to improve tree canopy

Definitions of Control Effectiveness Ratings

During the period, the control has not been implemented as described.
Urgent management action is required to implement the described control
processes

During the period, the control has been implemented as described, but with
significant deficiencies in the consistency or effectiveness of implementation.
Significant management action required to implement processes to improve
the effectiveness of the control.

During the period, the control has been implemented as described, but with
some deficiencies in the consistency and/or effectiveness in which it has been
applied.

During the period, the control has been implemented as described and in the

majority of cases has been consistently and/or effectively applied. There is

potential to enhance the effectiveness of the control, but only with minor
adjustments.
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INFORMATION REPORT

REPORT TITLE:
ITEM NUMBER:
DATE OF MEETING:
AUTHOR:

JOB TITLE:
ATTACHMENTS:

OPERATIONAL RISK REGISTER

3.4

18 AUGUST 2020

LIDA CATALDI

PRINCIPAL RISK MANAGEMENT OFFICER
1. OPERATIONAL RISK REGISTER

2. RISK MATRIX

1. EXECUTIVE SUMMARY

This report presents the established operational risk register.

The operational risk register was created in consultation with each of the
Managers across the 10 business units. The business units include:

e Assets and Operations

e City Design

Business Systems and Solutions

e Community and Cultural Centres

e Swim Centre

e Community Connections

e Development and Regulatory Services

e Finance and Procurement

e Office of the Chief Executive and,

e People and Culture.

A total of 51 operational risks have been identified and a complete risk
assessment of these risks was undertaken between May to July 2020.

2. RECOMMENDATION

That:

1. The report be received.
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RELEVANT CORE STRATEGIES/POLICIES

4. Civic Leadership
4.1 We have strong leadership and governance.
4.3 Our business systems are effective and transparent

BACKGROUND

Following a recommendation from the Audit Committee, Council endorsed
the Risk Management Policy at its February 2020 meeting (C0189/20).

The City of Unley’s Risk Management Policy and Framework provides for
a systematic management of risks in a consistent manner across the
organisation.

The process for the creation of the operational risk register involved
individual meetings between each of the Managers and the Principal Risk
Management Officer. The operational risk register from 2017 was used as
a reference during the meeting and each Manager was asked to identify
the top 5 risks that might affect the achievement of each area’s objectives.

A complete risk analysis was completed during the meeting with the
identification of relevant controls, their effectiveness, whether the residual
risk level was tolerable and if further treatments were necessary.

The operational risk register for all business areas is provided as
Attachment 1.
Attachment 1

A summary of the residual risk and their placement on the risk matrix is
provided below:
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Residual Risk Summary
Consequence

Insignificant
Minor
Moderate
Catastrophic

Almost Certain O 0 0

Likely

Extreme

High

Possible

Likelihood

Unlikely

Total Residual Risk

Moderate

The Risk Matrix that was used to assess the operational risks has been
attached for reference in Attachment 2.
Attachment 2

DISCUSSION

Out of the 51 risks that were identified. One received a residual risk of
‘high’:
e Risk ID - A&O #6 — Assets & Operations
Ability to manage and deliver on resident expectations of service
provision.

The Manager Assets and Operations acknowledged that even though a
‘high’ residual risk was outside of Council’s risk appetite, it was a level of
risk that is tolerable as further treatments may not reduce the likelihood of
the risk occurring.

A total of nine (9) risks received treatment plans. The treatment plans
reflect current projects or process improvements that have already been
identified but not implemented.

An extract of the treatment plans are shown below.
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Risk
Category

Risk name and
description

Risk issues identified

Risk Owner

Residual

Medium

A&O #1 | Health, Low staff turnover | Maintaining a skilled workforce; Manager Assets
Safety & has resulted in Loss of key staff; and Operations
Welfare ageing workforce | Increased WHS Risk due to manual
labour relating to ageing workforce;
Fit for role requirements - tasks require
modification to adapt to ageing
workforce;
Service level provided to community may
be compromised
P&C#2 | Health, Supporting staff, High turnover within WH&S team Manager People
Safety & volunteer and impacting knowledge management and and Culture
Welfare contractor health, | project delivery
safety and Staff not being adequately skilled to meet
wellbeing across role requirements may impact on ability
the organisation of team to fulfil obligations under relevant
legislation;
Under reporting of incidents;
Contractor WHS
P&C#4 | Business Payroll function Single source of knowledge of payroll Manager People
Performanc | operating officer and Culture
e & Service | effectively Insufficient access to technical support
Delivery either inhouse or payroll software

provider

Breach of legislative requirements
employment/financial

GL structure not in alignment with payroll
cost allocation

Payroll costs not reconciled to GL
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Further strategies/treatments
for consideration or ongoing

Investigate into possibilities of

improving the staff health and
wellbeing to enable ongoing
performance of duties as required

Development of Safety strategy
focussing on Safety Culture;
Review and development of
contract management system;
Review and development of WHS
operational Risk register.

Move payroll software to hosted
environment




Risk
Category

Risk name and
description

Risk issues identified

Risk Owner

RESLIE]
Risk

Further strategies/treatments
for consideration or ongoing

OCEO# | Business Unable to achieve | Inability to achieve GS21 certification Executive Medium Further tasks -
1 Performanc | GS21 certification | Obligation to retain and manage paper Manager OCEO more education across business
e & Service based records Team Leader continue with allocated resource
Delivery Inaccurate subjects and classifications Information for clearing historical records
within ECM Management develop destruction policy
Long-term retention of records that update records management
should've been disposed of. policy
Council documents not correctly
recorded within ECM
Access to information not managed
appropriately
OCEO# | Financial Council not Insurance renewal incomplete Executive Medium Partnering with Asset Officer to
3 adequately Asset data insufficient / not current Manager OCEO investigate possibility of
insured (missing critical assets on insurance Principal Risk improving integration of asset
listing) Management and insurance data
Exposure to financial loss due to under Officer
insurance
Breach in legislation
OCEO# | Reputation Inadequate or Inadequate information provision to Executive Medium Communication Strategy -
5 inaccurate community Manager OCEO (CEO KPI - June 2021)
communication not responding in a timely manner Media and
with the Incorrect or inaccurate information Communications
community provided Officer

Information not accessible by community
Negative coverage in media

Digital
Communications
Officer
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Risk
Category

Risk name and
description

Risk issues identified

Risk Owner

CD#2 Business Project Challenge to ensuring delivery of service | Manager City
Performanc | Management Outcomes may be compromised Design
e & Service | Risks are Financial implications
Delivery appropriately Inherited projects does not contain
identified & details to enable delivery within original
documented set budget requirements
CD#3 Business Clarity of end-to- Delivery package of works that may not Manager City
Performanc | end business be implemented due to insufficient Design
e & Service | processes and resources within the organisation
Delivery key
interdependencies
across the
organisation -
setting
expectations
SC#1 Health, Safe Handling of Unsafe management of chemicals and/or | Manager Swim
Safety & chemicals / hazardous substances Centre
Welfare hazardous Operations
substances Manager

RESLE]
Risk

Medium

Further strategies/treatments
for consideration or ongoing

Project Management Framework

Project Management Framework

Chemical Register and SOP - are
maintained.
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The operational risk register including the identified controls and treatment
plans will be reviewed and updated on a quarterly basis and will be
provided to the Audit Committee at each meeting.

Once the review of the operational risk register has been established
within the business, it is envisaged that the high and extreme residual risks
within the operational risk register will be presented to the Audit
Committee each meeting with the full operational risk register presented
on an annual basis.

DISCUSSION
Name Title
Tami Norman Executive Manager, Office of the CEO
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OPERATIONAL RISK REGISTER: MASTER

Item 3.4 - Attachment 1 - Operational Risk Register

AUG 0
REVISED RESIDUAL RISK

INHERENT RISK
Ref# Risk idenfified ~ _ Risk - - Risk
Consequence |Licelhood B e Consequence Likelihood Rating
ongoing
Maintaining a skilled workforce;
Loss of key staff; * Tasks modified to adapt to Investigate into
Increased WHS Risk due to manual ageing workforce possibiities of
Low staff turnover labour relating to ageing workforce; * Other works outsourced - improving the staff
‘“':10 :::Tr.r}.?:fm has resulted in Fit for role requirements - tasks :g;’:‘“ Moseraw | Laey | High |where possbie . “"":“' Moderate | Possible | Medium | Yes |health and wellbeing | Moderate | Possible | Medium
ageing workforce require modification to adapt to = Ongoing training and to enable ongoing
ageing workforce; deveiopment, performance of
Service level provided to * Persformance management; duties as required
community may be compromised
(Chimate oharge; *External factors considered
Unexpected changes in service i
requir . ing planning
Lewltltlvea\‘l\qu Adaptaton Plan deveioped
Ability to respond in a . *Resience Plan developed
Business timety manner to requirements, *Business Continuty Plan
ARO |Peformance & N | State Government needs o Mo ager Assets Miner Bt dev 4 Magprity Uik Y HNIA
#2 |Sewice external nfluences. | interventions; nd Operators Lty | Medum |coveped o effective inor d o
Delivery Development of State Govemment egul
unplanned events processes with State and
partnerships and key stakeholder
partnerships; Federal governments
Emergency situations and business :mmr:‘e manag
continuty
+ —y
“Promoting a sngle pont of
Political nature of the environment, [CAPANS Snd comact
Adopting a relatonship
Responding to changes in Counci
Level of . management approach
Swines responsivensass to direciion / decksion m ! “Provsion of accurate and
Adher : 3 4 Magortt
ARQ |Performance & | ) stakehoider g o agresd Sale Manager Assats Meer Lasy | Medium [tmedy nformation Y Minor | Possibie | Medium | Yes HNIA
#3 |Senice orte and strategies Inconsistent messaging |and Operatons F b abi effective
Delivery requIremans across the organisation; Diff erent S0u o8 iding ¢ ty
expect ations & trust
sections have different priorities -
st us respondi *Formal ssgn-off on agreed
ope o serace levels within our Asset
Management Plars
*Formal process 1o align
senvices 10 budgets
*Long Term Firancial Plan in
Budget funding and allocations; place with adopied financial
ARD Adequacy of - me?()mm;nue mm W ager Assets Admost t:g:tt:;:&;:t Maragement |4 Magority
w4 [Financil ;"“:;";’:L“;"“ financial sustainabiity, Funding | and Operatons Moot | Cenan | MR o adoptedand inked 1o |effective Minor Rare Yo ¥N/A
oq received not used for intended Long Term Financial Plan
purpose “Regular reporting on financal
-3
*Amnual and quarterty budget
TEVIEW Process
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OPERATIONAL RISK REGISTER: MASTER

Ref# Risk

ABROD
#5

Infrastructure

Infrastructure

tegory

Risk name and

Effective asset
management
planning

Ability to manage and
deliver on resident
expect ations of
service provision

Capital and operating to support
service delivery,

Residents expectations and
alignment to counall standards
Timeliness of service provision,
Quality and scope of works,
Freedom of Information requests,
Business objectives and planning
do not achieve organisational
objectives / strategies,

Not having an agreed set of
standards (measurement for
service delivery) that Counci sign
off on and adhere too - Council to
take ownership of, not
administration;

Having insufficient budget to meet
expectations

W ager Assets
and Operatons

W ager Assets
and Dperaton

Item 3.4 - Attachment 1 - Operational Risk Register

INHERENT RISK

Risk

Consequence Likelhood
Rating

Wrar

+Skiled and qualified
resources

*Strategic Asset Management
Plan adopted and Iinked to
Long Term Financial Plan
*Pobces ang procegures
+Standard operating
procegunes and work
instruchons

*Long Term Firancial Plan in
place with adopted financial
targets and reviewed annualy
*External reviews by
reguiators
*Communication of processes
1o the Audt Commitee and
Counci

Amont

Mo 2w Coertan

*Community plan inked 1o
annual business plan and
budget plan

*Counci Code of Conduct -
inciudes corfdentialty and
confict of nterest provisions
*Service standands
documented in AMPs
*Offerngs’ defined n
Customer Service Charter
*Customer complaints policy
and process in place
*Training (consistency of
messaging 10 set communiy
expectations in ine with
agreed services we provide)
*Community consultation
processes

4. Magority
effective

4. Magority
effective
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Likety

Accept

Yes

Yes

AUGUST 20
REVISED RESIDUAL RISK

Risk

Consequence Likelihood
Rating

ration or
ongoing

HNIA

HNIA




OPERATIONAL RISK REGISTER: MASTER

Ref#

co#

Risk

Business
Performance &
Senvice
Delivery

Effective IT Systems
(Telephone, Skype,
My Aged Care
(centraised
database ),

idenfified

Loss of IT systems wil lead to
inability to deliver services as
required

Loss of databases - clent detais
Inability to provide services as tied
with grant conditions

My Aged Care portal (SMS) not
internally supported

Mar ager
Community
Connectons

INHERENT RISK

= Risk
Consequence Likelhood
s - Rating

Item 3.4 - Attachment 1 - Operational Risk Register

* Telephone! Skype -
maintained by [T, and back
service avaiable - can divert
o out hours service

* My Aged Care portal (SMS)
Support from Uniey's BS&S
team and extemal service
provider,

Back up hard copy clent
information; external
contractors iase with ther
clerts directly and have cliert
inform.ation within their
databases

* Staff hawve capacity 1o work
from alernate locaton

* Staff traned as super users
1o troubleshoot issues

* IT provide technical support

5. Effective

AUG 0
REVISED RESIDUAL RISK

- - Risk
(
ration or o auence L Rating

ongoing

Unilik ety Yes A

cou2

Business
Performance &
Service
Delivery

Management of
Volunteers workforce

Services reliant on Volunteers are
- Community Transport Service

- Community Bus

-JP

(these will cease to be provided)

Man ager
Commundy
Connactons

Volunteer Coomdinator
responsibie for recrutment,
reward and recogrition
programs, mondorng and
overseeing effectveness of
support prowided to volunteer
(270 Volunieers) 5. Effective
Documented Policies and

Procedures,

ARermatie ways short term

solutions in place for transport

Unilik ety Yes N

CC#3

Reputation

Grant Funding

appx 50% of budget is allocated

from grant funding. If funding
ceased then the services relating
wil alsc cease to be povided.

Community
‘Conrectons

Moderaie Lisedy

Staft with expertise in wnting
grant appication and meeting
funding body's requIrements
Staff contracts aligned fto
grant funding to minmise
financial rsk to Counci
Clear communication 1o
ensure community understand
senvices provided are funded
by the Commorwealth

5. Effective

Uniik ety Yes A
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Ref# Risk

idenfified

Item 3.4 - Attachment 1 - Operational Risk Register

INHERENT RISK

Risk

Consequence Licedihood
Rating

Coniract terms fo ensure
minimal turno ver of staff
FTE required to delivery services = e peovided
provided to the community. If staff ’
) at the City of Unley
Business resources not avaiable potentialy o Recniisent grecess ie
/ ager
ccwa [FETOMACE S (1o Resources | ees P e i |Gy Moo | Possble | Medium |ensuwe skl matchiorole |5 Efflective | Minor | Rare
Delivery mmc;emnm;fmm Connectons Provids Wising snd suppot
are audited against Stafl Recogniion
Traned Temp staff avadable
Trained contractors avaiable
KP1 n business plan dentified
for customer satisf action
rating
Complants handing
Dissatisfied customers could lead o framewori
ager "
CC#5 |Reputation :::mphlntl " }D rmwom business| ™™ Woce aw 2:_ High E" Il:nhnetmnnquﬂ 5 Effectve | Moderate Rare
MmN \abl weet withir Commact - ompl wanding
plan for customer satisfaction rating e External Customer Standards
Section 270 requirements
Internal Consultation process
Pathway Complants
Management System
+ ) |
*Mairt an good relat onship
with empioyees and unions
Breaching industrial instruments: +Speciaist skils, capabiity of
Business Managing oyes Unfair dismissal claims, PAC staft
emp Employee dissatisfaction arising | *Focus on organs ation
Péﬁc# :Bﬂnm‘mﬂa and Industrial from termination, Manager Pecpie Moder 2w f’"‘” High |cutture 5. Effective | Moderate Rare
envice relations across the Confict m and Culture Cenan P artner with business areas
Delivery organisation anagement,
Enterprise Bargaining Agreeme nt +Ensurng al consultative
negotiations mechansms &g Workplace
Consultatve Commitiees are
utibsed fully

AUG 0
REVISED RESIDUAL RISK
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OPERATIONAL RISK REGISTER: MASTER

Ref#

Risk

Iltem 3.4 - Attachment 1 - Operational Risk Register

INHERENT RISK

Risk

Consequence Licedihood
Rating

Consequence Likedihood

*Mairt.an good relationship
with LGWCS, employees and
unions
*Specalst skils, capabiity of
PAC staff
High turnover within WHA S team Estabiishad Skrategic snd
ent Operational Commitiees
Swportingstaf, | MPacting knowledge managem +Documented poices.
volunteer and Shﬂrnz’tem::w skiled to procedures, Safe Work
PAC# |Health, Safety |contractor health, Man ager Peapie Admost Method Statements | SWMSs)
2 |& Welare safety and welbeing | Mot role requirements may Impact (. ¢ .y Moderal | o ovan | TBO L b Safety Analyses (JSAs) | Effectve | Moderte |  Rare
on ability of team to fulfi obiigations '
;crm;t:rm under relevant legislation; o p P——
gan Under reporting of incidents, i plsce 9P
(Contracior WHS +Traming Needs Analyses
(THAs ) completed
“Parner with business areas
*Ongoing reporting
“Regular ndependent audits
completed
+
*Recrutment processes
High turnover within PAC team ::_‘:""“D“m“
impacting knowledge management
sroromct vy e o
Having the required Staff not being adequately skiled to +Attractive Erterprae
Business .y of meet mole requirements may create Agr
P‘l:c” ::z“m':"m““ with the right skillset ::‘m 9':‘:“’“ woreseed Mondm PeoR® | Modersw | A3 | high  |-Good brand and reputation :'m" Moderate | Unikely
to deliver Council's 4 g *Robust probation process
Delivery Quality staff not being retained
ear plan Recruitment processes not R S and
performance improvement
deivering a y processes
candidates *Employee feedback
mechansms (eg. culture
survey)
*Single source of knowledge of
payroll officer *Training of P&C staff as back
sinsufficient access to technical Up Support
Business support either inhouse or payroll *Building capability within IT
P&C# |Peformance & |Payroll function software provider Man ager Peapie Aimost Team 4. Magority
4 |Serice operating effectively |*Breach of legislative requirements |and Culture Moderste Certan High *Knowiedge and capacity of |effective Moderaie Rare
Delivery employmentfinancal the P&C members to ensure
GL structure not in alignment with compliance
payroll cost allocation
payroll costs not reconciled to GL
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Risk
Rating

Yes

Yes

Development of
Safety strategy
focussing on Safety
Culture;

Review and
development of
contract
management
system;

Review and
development of
'WHS operational
Risk register,

AUG 0
REVISED RESIDUAL RISK

Risk

Consequence Likelihood
Rating

Moderate

HNIA

Yes

Move payroll
software to hosted
environment

Moderate




Item 3.4 - Attachment 1 - Operational Risk Register

OPERATIONAL RISK REGISTER: MASTER AUGH 0
INHERENT RISK Accept REVISED RESIDUAL RISK
Ref# Risk identified _ Risk - - Risk
= = Rating ration or : o L Rating
ongoing
Records Management Policy
Inability to achieve GS21 ;’:zf’:“mmm - Further tasks -
certification map GS20 to G540 more education
Obligation to retain and manage ECM across business
paper based records B with cus continue with
Business Inaccurate subjects and {Ex“';g}'“ Manager " ngag subject index allocated resource
OCEQ [Performance & |Unable to achieve classifications within ECM 9 9 3. Partially _ for clearing § .
#1 |Sernice G521 certification Long-term retention of records that T',“ ;o_ Wetue - ;1":’::_:? use of ECME effective Moderate | Unikely | Medm Yes historical records Moderate | Urlikely | Medium
Delivery should've been disposed of. Mar agement staff 9 develop destruction
Council documents not correctly policy
recorded within ECM :ﬂ"“m‘:: Rlalion wih Slale update records
Access to informaticn not managed Unders of legisiative management policy
Sppropristely obligations within Records
Team
* Govemance and Risk
Management Frameworks n
' ‘opriate or uate ',F::::u and Procedures
decision making frameworks « Reguar updates between
Loss of confidence in | Appropriate management of Excutve Marage (CEO and Mayor
Councils capabilties |relationships - CEO, Elected ﬁc + Reguar communication
o
OCEC Reputation and reputation by Members and external parties Govermance Ofcer | Moder aw L iy process with the Elected 4. Majorty Moderate | Uniikely Medium Yes LURIEY
2 community, Inappropriate management of Principal Risk Members across the effective
government or information received Man agement - sation
Minister Managing responsiveness and Offcer " S?:I‘ecmqmmm staff
v S of oom ation * Clear communication
Appropriate use of resources channels within the
organisation
g
*Amnual insurance returns
*Annual assessment and
review of asset and
infrastructure
5 yearly valuation of Assets
Aase! ata mauiciont no curent Relstonship management Pariareg Wit
Executive Manager with LGA services, regular Asset Officer to
(missing catical assets on OCEO - meetngs and exchange of investigate
OCEQ|_. . Council not insurance listing ) - 4. Majrity | Catastroph - Catastrophi .
uy |Financial adequately insured | Exposure to financial loss due to :::n':' st w—y I-rlfg::::em ascem s effective ic Unikely | Madham | Yes f:r‘?:;‘gm c Uriikely | Medium
mmjb;?mm Officer monitor claim status and integration of asset
performance and insurance data
Polices and Procedures in
place
Dedicated resource o
manage nsurance
regurements
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OPERATIONAL RISK REGISTER: MASTER

Ref#

Risk

idenfified

Item 3.4 - Attachment 1 - Operational Risk Register

INHERENT RISK

= Risk
Consequence Likelhood
s - Rating

ration or
ongoing

AUG 0
REVISED RESIDUAL RISK

Consequence Likelihood

Risk
Rating

Unreasonable expectations from Policies and Procedures
customers Govemance and Risk
Incomect or inadequate inform ation
or advice provided
Lack of dlarity regarding decision
making
Business Failure to comply with| Decisions made outside of e 1
OCED |Performance & |organisational and | delegated authority et Aimast 4. Magority
# |Sewice legislative Faiure to apply policies and s Ma | Cetan effective Major | Unikely Yes A
Delivery requiremerts procedures
Failure of the Govemance and Risk
Management Frameworks
Access to information
Lack of trust in Govemance and
Risk functions
Reguar updates to website
and social media pages
Uniey Life
Inadequate information provision to
community
E M.
not responding in a timely manner {x';:;}h' .
Inadeq uate or Incomect of inaccurate information | Medis and Communication
OCED inaccurate provided Communcatons Amzat 4. Magority Strategy -
" Mayor Medium
"5 Reputation communication with | Information not accessible by Oftcer - Conan effective Unikely Ve (CEQ KPI - June Major Urikely
the community community {f:"" - 2021)
Saltal =l -l
Negative coverage in media Offcer
+ —
Infrastructure redundancy
Change control processes -
Efficient and effective Large scale business interruption
Business management of iy;t‘:mb‘:t_t):f
W y of systems Marm ager Busress .
BS&S F'erl'qn‘nance& nlrpptm to service Falure of hardwass or sofware ot | Bysteme and Catast frn{a. 4. Maprity | Catastroph Rare Yes HNIA
#1 |Sewnice availability thoreugh | cenam effective ic
Del the of impacts on service delivery Sontons
e rella.:;::vl:.:-l tems Acosss 10 banking faclites
¥e Reliance on third party providers
Regular back up of data
Frewals
Large scale business interruption E:‘:::m-"q
Business - Loss of Data
Cyber Security / . Man ager Busness " ASD Essential Eight §
BS8S |Pedormance & |y e /Attackss  |L088 Of Pivele and pemonal Systems and — .. Access Contros [ Magorky | Catasimoph| |\ o ry Yes #NIA
#2 |Senice Malicious our information Scldions Cantan effective i
Delivery Financial Implications

Page 73 of Audit Committee Meeting Agenda 18 August 2020



OPERATIONAL RISK REGISTER: MASTER

BS&S
#3

tegory

Business
Performance &
Service
Delivery

Human error

Large scale business interruption
Loss of Data

Loss of private and personal
information

Financial Implications

Item 3.4 - Attachment 1 - Operational Risk Register

Consequence Liefihood

Wan ager Busness
Systems and
Solutions

Catastrophec Ly

Segregation of dutes
Change conirol processes
Access conirols specific io
role requirements
Pemmissions elevations
Auditing (audt trails - systems
and service desk)

Staff traning

Reguar back up of data
Authorsation / checks

4. Magority
effective

Catastroph

AUGUST 20
REVISED RESIDUAL RISK

Risk

Consequence Likelihood
Rating

ration or
ongoing

Yes #NIA

BS&S

BS&S
#5

Business
Performance &
Service
Delivery

Financial

Staff Performance -
competency of skills
and knowledge
relating to the role

Dishonesty Theft,
criminal acts,
fraudulent activity

Inst abdlity to support and maint ain
environment

Loss of Data

Loss of private and personal
information

Financial Implications

Man ager Busness
Systems and
Sciutony

Woder 2w Ly

Quaified staff for role
Maint an learming and
development support
Internal knowiedge sharng
and documentation within the
team

Allow exposure 1o new
systems and techrology
through on the job
Atiendance - conferences
webinars

Mar ager Busness
Systems and
Somtory

Wacr

Code Conduct

ICAC Awareress Trainng
(Oniine for all staff)
Security requrements
centraised Password store
Auiitng (audt trais )
Profies set 1o position
requrements

Metwork mondorng and
protection - firewals (external
threats )

Education and Training
relating Cyber security for
staft

End user securtty - limit
access regarding 1o roles
segregation of systems

4. Magority
effective

4 Maprty
effective

Mode rate
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Rare Yes N




OPERATIONAL RISK REGISTER: MASTER

Ref#

B5&5S

Risk

Reputation

Disclosure/Loss of
confidential
information

idenfified

Loss of Data

Loss of private and personal
information

Financial Implications
Reputational loss

Marm ager Busness
Systems and
Solutons

Item 3.4 - Attachment 1 - Operational Risk Register

INHERENT RISK

Consequence |Licelhood

Risk
Rating

Code Conduct

ICAC Awareness Training
(Oniine for al staff)

Security requirements
centralised Password store
Auditing (audt trails )
Profies set io position
requrements

Metwork mondoring and
protection - firewals (external
threats )

Education and Training
relating Cyber security for
staft

End user security - limit
access regardng fo mles
segregation of systems
Data Loss prevention - emai
moniorng of sensitive data

4. Magority
effective

Yes

ration or
ongoing

AUG 0
REVISED RESIDUAL RISK

Risk

Consequence Likelihood
Rating

HNIA

com

Business
Performance &
Senvice
Delivery

Succession plamning
/ back up of roles
within team

Inability to delivery objectives set
Loss of Comorate knowledge

Man ager Caty
Des g

Moder am

Ly

Document nformation relating
10 decison making / tasks /
project management (ECM &
Pathway customer requests)
Shared awareness of who s
doing what - collaborative
team - buddy system where
approprate within team
weekly 11 with manager
fortrug hity team meetings
Access 10 temporary stafl as
back up resource
Recrutment process fit for
roke

4. Maprty
effective

Uniikety Yes

A

CcD#2

Business
Performance &
Service
Delivery

P'roject Management
Risks are
appropriately
identified &
documented

Challenge to ensuring delivery of
senvice

Outcomes may be compromised
Financial implications

Inherited projects does not contain
details to enable delivery within

original set budget requirements

Manager Cay
Desgn

Ly

Progect planning & design
ensures sufficient detail to
enable delivery withn budget
& tme expectations

Stagng of works over
financial years
Collaboration within
inemependent aeas
Improved communication with
stakehoiders

Staff have sufficent
qualifications andior
experience

4. Magority
effective

Unikedy

Project

Framework

Minor Unlik ety
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Iltem 3.4 - Attachment 1 - Operational Risk Register

INHERENT RISK
Ref# Risk = = Risk
Consequence |Licelhood B
Project planning & design
ensures sufficient detail to
enable delivery within budget
& time expectations
Clanity of end-to-end Stagng of works over
Business ::r':ns processes Delivery package of works that may ?:d al y "
Performance & |, €Y not be implemented due to Man ager City 4. Magority
CD#3 Service interdependencies insulciant r ol withies The Dasigh Mror Liely | Medium |interdependent areas fective Minor Uniikedy
Delive across the - slion Improved communcation with
b organisation - setting ganis stakehoiders
expectations Staf have sufficent
qualfications andior
experence
Planning, Design and Delivery
of projects inked 1o strategic
Political nature of the environment,
Level of Responding to changes in Counci Collabor ation within
Business [::pmll ot direction / decision making , inemdepe ndent aneas
Peformance & Coordinating with internal Man ager Cay Med Improved communication with (4. Magority m
COm Service Ink .t:; and strategies, plans and policies within |Desgn e Likely — stakehoiders effective Unikely
Delivery :qpl';‘tﬂ:m: other departments, Inconsistent Staf! have sufficent
messaging or priorates across the qualfications andior
organisation, XA pErence
*Promoting a single point of
capture and contact within
rUrwmctnd changes in service cach disc of City Design
B Ability to respond in a |Legislative and regulatory ey sharing across
Lminess timedy manner to requirements [City Dosign regarding
cous g:inmn:ame& external influences, | State Government needs or ::’c" Mror Liely | Medium ';m“ ":"":" o 5 Effectve Minor Uniikely
Qelivery impacts and interventions, . 9 oach
unplanned events Development of State Govemment
partnerships and key stakeholder *Provision of accursle and
. timedy nformation (two wary)
partnerships, *Focus on bulding credibiity
& trust
Inability to delivery services to
community
Forced dosure of ghﬂ“ " "“W""ﬁf’“mu BCP
Business facilities (resulting g implc \possinie EMT - emergency response
C&CC [Peformance & |from external cause el rolafions ieeves) Mameger 3. k Catast
5 ” |Budget impact and implications Communiy and Catastrophic | Likely High group  Parislly P Dare
#1 |Senice such as state Ent e Ba effective ic
h Social isolation community risks Cuftural Centres e faganng
Delivery emergency - Agreements
declarati Continuity of service v at the tabi
alions) Welbeing of Staff and Commurity oice -

Rating

AUG 0
REVISED RESIDUAL RISK

Risk

Consequence Likelihood
Rating

Project
Yes |Management Minor Unlikety
Framework
Yes HNIA
Yes HNIA
Yes #NIA
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OPERATIONAL RISK REGISTER: MASTER

Item 3.4 - Attachment 1 - Operational Risk Register

AUGUST 20
REVISED RESIDUAL RISK

Risk Category Risk Cwner _ Risk . o Risk
Consequence Linelhood Rt ration or - fro | Lt ooxl Rating
ongoing
4-year delivery plan
Service provision may be g:mime;?g‘s:mmje
. comprised B
Business tjcihr:cmlrmﬁrr?twm w ing of stalf and ¢ s ;I.mnﬂg mm:q::s,|Iu Busmess
- Budget implications War ager ;
Cigc :erl'qn-nance& Cnunctll res;itngln c ity dissalistaction Commeniy 808 Major Liely Hict meﬂ):mumm 5. Effective Rare Yes HNIA
D:rmme Cre“:'ax: ?semws Conkusion of services sval Gt Cones Legsiative rmummts o
N grc;'g‘:‘ilrhesJ Reputational ek cﬁut
Social isolation community risks Y p———
o services and visitation
—_— +
Inabiity or displacement o service
delivery
Wellbeing of staff and community E:m m:“ Contorn
Business Asset Damage - Personal injury 1o stafl andior Buldng evacuaton
community Mam ager
cigc :::ﬂn—:amu & :E:r"";':";r:;l C:t': Financial im plication Commun gy and Wlar L el High :::::‘“tm 5. Effective Rare Yes HENIA
g/ Content damage/ioss Cuttur i Conres pec
Delivery etc Buldng mantenance
Smoke alarms
Remote and solated worker
procedune
Secure building (doors
locked)
Duress bution
SafeT Card
Man ager
CACC |Health, Safety |Remote and |sclated |Health and Safety of staff Staf! are in contact with Team
! G &y and M L iy
w4 |& Welfare worker ﬁ::c::'" - - Hgh Leader or Manager for e Rare Ves HNIA
enterng and exting the
building as a check point
Telephones
First aud kits
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Item 3.4 - Attachment 1 - Operational Risk Register

OPERATIONAL RISK REGISTER: MASTER AUGUST

Accept REVISED RESIDUAL RISK

o Risk name and " -
Ref# Risk Category = e _ = sk _ Risk i 4 - S Risk
Consequence Linelhood B i ration or - L Rating

ongoing

*Policy - Safe Envimmnment for
Children and Vuinerable
People

*Appropriate dearances in
posiions dealing with
vuinerable peopie drectly
(relying on a third party
system)

+Safe Environment clause
War ager within hire agresment
Commun iy and Magr Ly High |*External facitators are 5. Effective Major Rare Medium Yes N
Cutral Cenres required to have clearances
relating to chid safety and
VUlnerable people
“Processes in place 1o ensure
Children/young peopie are
covered under a duty of care
Community Centre programs
identfy whether program is
run by Counal or External
Hirer

Child Safe &

C&CC |Health, Safety |\Vunerable People Safe Envionment for Children and
#5 |& Welfare Environment for vulnerable people

Users

*S0OP Chemical Handing
*Compeient Staft

*Traning for all staff for safe
handing of chemcals
*Exsting Technology -
Mondonng systems
(Automatc Control Systems
on top of manual testing -
legslative requrement

Safe Handling of regarding regularty of testing
chemicals / Unsafe management of chemicals | Manager Swm of pool water ) Chemical Register |~
haz ardous and/or hazardous substances ;“‘H Catastrophes | Ly High |*Regular montorng, 5. Effective ke Rare Medium Yes |and SOP - are A ::rnp !
substances Man ager mantenance and replacement maintained,

of equpment

*Appropriately trained staf!
specic 1o the role - manage
of chemicals

*Appropriately trained first aid
responders and equipment
av &l abie

+*Regular independert Audits
*Hazard assessments

Heailth, Safety
& Welfare

g

Rare Medium

*Fenced Pool

*Quaified Lifeguards on site
during operations
appropriate signage (Public
and Complance)

Man ager Swm +Staffing ratios are fit for
Quality of Water Centre - purpose (cientele and staff _ Catast
Dfm::m Operatons G a— High | o mqurements - as per = Bt I:roph
Man ager Royal Life Saving Society
Australa RLSSA)

*Booking forms for user
groups - conditions of use and
requirements for group to
have thexr own PL insurance

Health, Safety
& Welfare

g

Body of Water Rare Medium Yes HNIA
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OPERATIONAL RISK REGISTER: MASTER

AUG 0
REVISED RESIDUAL RISK

INHERENT RISK

Ref# Risk idenfified sk Risk

= Risk
Consequence Likelhood
s - Rating

X Consequence Likelihood
ration or L sl

Health, Safety

& Welfare Plant and Equipment

Plart and Equipment not utiised as
recommended which leads to injury
and/or chemical hazard within the
water

Man ager Swem
Cenre
Operatons
Man ager

Magor

Aimost
Centarm

Child Safe &
Vulnerable People
Emvironment for
Users

Health, Safety
& Welfare

Safe Envionment for Children and
vunerable people

Mar ager Swem
Canre
Cperatom
Man ager

“Risk Assessments
completed

*S0P [Training in relation fo
plant and equipment
“Equpment wed maintaned
and replaced as requred
*Appropriately trained staff
specific to the role - maintain
and utiise equpment
*Appropriately trained first ad
responders and equipment
avad able

“Appropnate sgnage
*Reguiar inde pendent Audits

5. Effective

Rating
ongoing

#NIA

*Poicy - Safe Environment for
Children and V uiner able
People

*Terms of Ertry to faciites
outlines requrements on
customers

*Appropriate dearances n
postions dealing with
vuinerabie people drectly
*Bookings - acknowiedge
requrements (¢.g. separation
of public and school groups )
*Bookings - any people
bringing in vuinerable people -
must state if appropriate
clearances are in place

5. Effective

HN/A

Incidents procedures
and processes not
adequate

(incidents not
followed up or

inap propriate
responses)

SC#5 |Reputation

perceived pool is unsafe, or
unsatisfactory customer service
standard - which may lead to a drop
in customer visitation

Perceived community value of the
services provided (negative)

Wan ager Swem
Canre

Moder 3t

Certar

*Team/ Organisation Values
*Regular nhouse traning -
Qualified and competent staff
*Team buiding, Team Culture
+Customer compliments and
complaints managemernt
“Ongoing customer fesdback
mechansms - via socal,
website

scheduled service reviews -
irtemal and external

5. Effective
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OPERATIONAL RISK REGISTER: MASTER

AUG 0
REVISED RESIDUAL RISK

INHERENT RISK

Ref# Risk

idenfified . = = Risk - - Risk
Consequence |Licelhood B e Consequence Likelihood Rating
ongoing
+First Aid officers within
operating timelines
*Regular and Appropriately
trained staff
+Frist Ad equipment on site
and staff trained to utise
Potential injury or death that is approprate by
unexpected and therefore out of *Quaified feguards are
Out of Council's Council's Cortrol (ratio 1in Man ager Swen trained to risk assess patrons
SC#6 |Reputation control Health and 100,000 visitations this will occur) |Cenve Mosder 2t Likady when entering the facities 5. Effective | Moderate Rare Yes H#NIA
Safety elements Customers may have underlying *Health Forms for patrons fo
heaith conditions which may be complete (over 55 age - also
exacerbated via use of faciities all patrons partopating in
swim school activities)
“Signage regarding underiing
health condition to advise
staft
+“GSPO (Guidednes for Safe
Pool Operations)
*Sufficent qualific atons &
experence of staff 1o
approprate ly delvery mie
Wouldn't be able to prepare requrements (competent
accurate financial reports which staff)
contain accurate and reliable *Appropriate recrutment
information to base decision process
Business making on (reference checking,
LTFP, Budget, Monthly financial Actn g Man ager ., appropriate prob ation
F&PH#1 :::‘ET‘“““ I‘;'::“"':i: sat  |TePOTIS, BAS (tax) FBT France & Mosersw | Amost requrements) ;m’ Moderate | Unikely | Medium | Yes HNIA
Delivery per unabie to comply with any statutory |Procurement “airt aning membership
reporting requrements (CPA)
Management decisions based on ~0Ongoing trainng
financial reports - therefone reports requrements & conferences
need to be accurate and reliable o upkeep of PDE
*Reasonable retention
strategies - empioyer of
choice:
g
*Finance Sysiem reliable and
wel mantained
*Systematic scope prior to
selection of *Finance sysiem
o ensure fit for pupose
;ﬂ'mxmrﬁbm wam:me;m
tatuton procuring *Finance System
Financial Systems & Ewm;:;;?;:ms Acting Man ager Admost *Testing of system prior fo
F&P#2 |Financial Technology that are Able to MD & wrong fi ial Fnance & Mosder st c.',j_' commitment with contract 5. Effective | Moderate Rare Yes #NIA
not fit for purpose - Procurement “Finance System has abiity to
deciions intergrade into other
Inability to levy and recover Rates
progr
*Frewals to prevent cyber
attacks
Support available with system
provider (technology one)

Page 80 of Audit Committee Meeting Agenda 18 August 2020




OPERATIONAL RISK REGISTER: MASTER

Item 3.4 - Attachment 1 - Operational Risk Register

AUG 0
REVISED RESIDUAL RISK

INHERENT RISK
Ref# Risk identified _ _ Risk _ o Risk
Consequence |Licelhood B e Consequence Likelihood Rating
ongoing
inaccurate data within financial
systemn which leads to inappropriate *Betier Practice Model -
ineffective internal decision making Internal Financial Conirols
financial controls Human error Acting Manager Aimast *Internal Audit
F&P#3|Financial relating to integriy of Fraudulent activity Fnance & Moderale | High |-External Audit 5. Effective | Moderate Rare Yes #NIA
data Budgetary implications across all | Procurement “Segregation of duties
business units *independent review
*Audit Committee
*Betier Practice Mode! -
Internal Financial Controls
“internal Audt
+External Audit
Aztng Man ager +Segregation of duties
F&P#4|Financial Fraud Froudulent activey leads 10 NANCII | fovance & Modersw | Possbie | Medium |-independent review S Effective | Moderate | Rare Yes HNIA
Procurement ~Audit Commitiee
“ICAC
*Code of Conduct
+*Employee dearances
| +Reference Checks I
Fraud and Cormuption
Preventon Polcy
Fraudulent and/or Corrupt activity Belier Practios Inkerral
Fnancial Controls
relating 1o procurement practices ICAC
:‘“d‘ I':‘::r:(: Procurement Policy &
Inefficient Processes Azt g Man ager Framework
F&PKS|Reputation | COTUPt Procurement (o s et not fit for purpose France & Modersw | Liwiy | High |SemalAudit 5. Effective | Moderate | Unikely | Medium | Yes HNA
practices Costs m Procurement Fnancial Delegations
oney
Valus for Code of Conduct
oney Confiict Interest Declarations
Employee deararces &
checks
Transparent decsion making
* WHS of staff who inspect and
patrol off site locations (public and * SWP solated work jreflects
private realm - locations where duress)
Council have no control) * Known Risks - 2 officens
Lack of SOP for Manager attend > .
Health, Safety |externalsites for al |* Buiding Sites, Kitchens, Private Amost * Training and Induction . t.'q'." Catastroph -
OR¥ & Welfare staff who visit offsite |residences, public reaim E:Q:'::ﬁ“ Catast Centanm (lrmated ) l'q"t“ " ic Rue Medam You A
locations to conduct * Procedures (basic)
inspections * Knowing staff location, when they * Experience staff who
are due back and controls - if understand what is required
something occurs to communicate
they are safe
Trained experence staff
Make decisions and then defending qualified decision makers
Statutory frameworks |decision which exposes to legal Manager delegations " R
DR#2 |Financial - relates legal challenge (hence financial Deveicpment and Mader e Ly High |Legal Support - advice i 'h.;" Ry Moderate | Unikely | Medium Yes HNIA
challenge s Cconsequence) Regulatory Govemance Frameworks
Leg=iation (relevant o each
area)
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Item 3.4 - Attachment 1 - Operational Risk Register

OPERATIONAL RISK REGISTER: MASTER AUGUST 2020
REVISED RESIDUAL RISK
- Risk name and ) -
Ref# Risk Category _ s idenfified . o nes Risk it % ¥ - Risk
de Consequence Livelihood Rt Ratin consideration or < 08 R Rating
ongoing
Business Continuity
- Public Health
Business - Impact to staffing and resourcing n
Performance & . . levels Abmaost BCP 3. Partially
n De t W - thec
DR#3 Service Covid-19 (Pandemic) - Additional s Pa— R.:::‘:ﬂ and oder 3 Cortain High vy Mode rate Rare Yes HNIA
Delivery need (EHO Team) .
- Significant budget impact
Traned expenence staff
exstng systems and
Responding to Mar ager 1
DR#4 |Reputation Legislative Changes Legisiative Changes (PID Act) | Develcpment and Moder e :‘:‘f” High virarro 3. Partially Moderate | Possible | Medium Yes HNA
_PID Act impiications to business continuity Regulatory Cenan Legsiatve frameworks effective
Govemance Framework
Legal Advice
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RISK MATRIX

Item 3.4 - Attachment 2 - Risk Matrix

Note: - This guide illustrates the range of potential consequences and likelihood that may be i
- Judgement is required to assess the consequences and likelihood of a risk event after effective risk mitigation action

Majpor injury, disablement or
farality

Long term effect on moraie and

business nce

*  Widespread industrial action

«  Section of the community of
workforce harmed

Long term impact on morale or

business

Major intermuption to deiivery of
all or most services for more
than 14 gays. Full BCP action
required.

d with risk categori

Counci Members conduct - Severe Breach of Code

outage by 3
social media and high instance of posts on Councils
social media pages
Organised commurity campaigning involving mulli-
day / sustained negative meda altention (months}

loss of

Counci's intentions and capabilties

Signicant prosecution and fines, major iRigation

Invoiving class action, major noncompliance with
1

legisiation
Critical interal polcy faiure

*  Serious long term injury requiring
hospitalsation / rehabiltation

*  Temporary disablement

*  Industrial action over many
mornths, signficant management
intervention required

*  Increased overal worklorce
abse

nteesm
«  Significant impact on morale of
business

Environment
Section 5 {3)b)

To note: $4m is a threshold
in prudential management
relating to procurement

Councl Members conduct ~ Major Breach of Code of
Conduct

Long term effect on public image
Consideratle and mwmanuu
dissatisfaction publicly expres:
wﬂ”&“mm.ﬂllm

mmnummmm mapr
¥gation,

«  Death of neividual animals, large

scale injry, l‘mdkwm
and widespread habital

Significant o critical
assels are unusadle for
weeks

Major impact on business

Major internal policy failure

*  Extensive serlous injuries

« Major financial loss /

between $1m and
$4m or 5% of rate

To note: $2m is approx.
5% of rate revenve

*  Injuries requiring medical

*  Short term eflect on morale and
business

m\lﬂlo“ml Partal
BCP action may be needed

Sectional communty impacts and concems publcly
expressed (days)

Negative media attention and public interest (days}
Loss of confidence by the community in Councl
processes / staff/ counciliors
mmawww:m major

Egation,
Moderate infernal policy failure

*  High financial loss /
~ impact
between $100k and
$1m or 2.5% of rate
revenue
*  Mayimpact beyond
current financial year

*  Injuries requiring first aid
treatment (lost ime up to 2 days)
*  Urgent dialogue wih indusirial

Minor interruption to a service
with minimal impact to
cuslomers/business

Local level of community 'ml IM concem

* Temporary camage affecting
local area
Anumber of assets are *  Fist aid required
but can be *  “Nuisance” as defined under the
SA Act 1993
timeframes Section 5 (1)
Minimal disrupbon 10 * Some mnor adverse effects on
business operations few species / ecosystem can be

*  Medum financial loss
/ exposure - impact
between $10K and
$100k

«  Minor variation to

budget for current
financial year

To note: $47 is financial
threshold for
20192020

= Incident with o wehout minor
injury; first aid only

«  Dalogue with industrial group
may be required,

Imgnii:am intermuption fo a
~no impact to

Impact
*  Noimpact on morale of business

Isolated local community of resident's issue based
omomn

*  Minor temporary damage that

ks o g damage or are only “
orare «  Noinjuries
m‘;’”"‘i‘ “‘I“ nan' 5o = temporarly unavailable | +  Can be reversed mmediately
1 : ‘_N.;fdmlo * ‘Nuisance” as defined under the
mmmﬂbm ;rmsm Act 1993

Minor encroachment on intemal palicy

Negligible francial
loss — impact <310k
financial year

Page 83 of Audit Committee Meeting Agenda 18 August 2020




Item 2.4 - Attachment 2 - Risk Matrix

RISK LEVEL CONTEXT AND MITIGATION ACTION REQUIRED

Residual Risk Level Managing Risk — Priority Rating

Add risk to Council’s Risk Register
Undertake detailed research and management planning

Escalate the risk issue immediately to relevant General Manager and CEO

Implement stringent new controls in a detailed risk treatment plan in order to make risk
tolerable

* Closely monitor the control effectiveness at the work area level on an ongoing basis

# Report the risk information to the Audit Committee

Add risk to Council’s Risk Register

Raise the risk issue with the relevant General Manager

Escalate the risk issue for Management's attention or action

Closely monitor the control effectiveness at the work arealevel on an ongoing basis
Validate existing controls with appropriate evidence

Inform the Executive Management Team of the risk information at an appropriate time
Repaort the risk information to the Audit Committee

Add risk to Council's Risk Register

May be tolerated

Manage the risk within the business function by the position responsible for process
Existing controls must be effective and if required additional mitigation action is to be
effectively implemented

MEDIUM

*  Add risk to Council's Risk Register

«  May be tolerated

* Undertake localised risk management & actions (if required), consequences are dealt
with by routine operations

* Maintain regime of continuous improvement
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INFORMATION REPORT

REPORT TITLE: AUDIT COMMITTEE WORKPLAN - UPDATE

ITEM NUMBER: 3.5

DATE OF MEETING: 18 AUGUST 2020

AUTHOR: LIDA CATALDI

JOB TITLE: PRINCIPAL RISK MANAGEMENT OFFICER

ATTACHMENTS: 1. AUDIT COMMITTEE WORKPLAN -
UPDATE

1. EXECUTIVE SUMMARY

This report provides an update on the status and progression of the
endorsed Workplan for the 2020 calendar year.

2. RECOMMENDATION

That:

1. The report be received.

3. RELEVANT CORE STRATEGIES/POLICIES

4. Civic Leadership
4.1 We have strong leadership and governance.
4.3 Our business systems are effective and transparent

4. BACKGROUND

The Audit Committee Workplan was adopted at the 10 December 2019
Audit Committee meeting. The Audit Committee Workplan is monitored
and updated as required, to ensure the Committee delivers its role as set
out in the Audit Committee Terms of Reference.

5. DISCUSSION

The Audit Committee Workplan has been reviewed and amendments have
been made since the 12 May 2020 meeting.

The following item has been postponed until 8 December 2020 meeting:

- Procurement Policy (and Framework) — the Procurement Policy and
Framework have been drafted and is currently under review by the
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Acting Manager Finance and Procurement. However, due to the
Annual Budget and Long Term Financial Plan process this has
been delayed.

The following item has been removed from the workplan:

- External Audit — Interim Report — The External Auditors have
provided a draft report to management. This report is currently
being reviewed by management. Once management has
completed this review, the External Auditors will issue a Final report
which will form part of the Financial Statements Report which will be
presented at the 13 October 2020 Audit Committee meeting.
Therefore, the interim report will not be required and will be
superseded by the final report issued.

The following item has been added to the 13 October 2020 meeting:

- Asset Management Plans (for review) — the City of Unley’s Asset
Management Plans are currently being revised and will be
presented to the Audit Committee for review prior to Council’s
consideration of the plans.

The amended workplan is provided as Attachment 1 to this Report.

Attachment 1

REPORT AUTHORITIES

Name Title

Tami Norman Executive Manager, Office of the CEO
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Item 3.5 - Attachment 1 - Audit Committee Workplan - Update

Audit Committee Work Plan - 2020

Meeting Dates CURRENT Agenda Items

18 August 2020 - Centennial Park Cemetery Authority subsidiary (Presentation)
Agreed actions status update — from internal and external audit
Internal Financial Controls — Self Assessment Report FY19/20
Strategic Risk Register (Quarterly Review update)
Operational Risk Register
Audit Committee Work Plan
: | Audi -
< Procurement Poloy fana bramework)
Quarterly Budget Review — to be provided for information when available

Quarterly Performance Review — to be provided for information when
available

Meeting Dates FUTURE Agenda Items

13 October 2020 - Financial Statements FY19/20

- DRAFT Asset Management Plans — for review - added

8 December 2020 - Strategic Risk Register (Quarterly Review update)

- Agreed actions status update — from internal and external audit

- Organisational Risk Register

- Any completed internal audit reports

- Audit Committee Work Plan

- Policy Register

- Quarterly Budget Review — to be provided for information when available

- Quarterly Performance Review — to be provided for information when
available
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Item 3.5 - Attachment 1 - Audit Committee Workplan - Update

Meeting Dates PAST Agenda ltems

2 July 2019 - Appointment of Deputy Presiding Member — Audit Committee
(Resolution No. AC0002/19)

- 2018-2019 External Audit Plan (Resolution No. AC0003/19)

- Strategic Risk Register (Resolution No. AC0O004/19)

- Internal Financial Controls — Self Assessment 2018/2019 (Resolution No.
AC0005/19)

- Procurement Savings/Overruns — Q4 2018/2019 (Resolution No.
AC0006/19)

11 November 2019 | - Fraud and Corruption Prevention Policy Review (Resolution No.
AC0009/19)

- Revised Risk Management Policy (Resolution No. AC0010/19)

- 2018-2019 General Purpose Financial Statements (Resolution No.
AC0008/19)

- Procurement Saving identified (Resolution No. AC0011/19)

10 December 2019 | - Fraud and Corruption Prevention Policy Review (Resolution No.
AC0016/19)

- Revised Risk Management Policy (Resolution No. AC0015/19)

- Strategic Risk Register (Review update) (report received)

- Audit Committee meeting dates for 2020 (Resolution No. AC0013/19)

- Audit Committee Work Plan (Resolution No. AC0014/19)

11 February 2020 - Strategic Risk Register (Quarterly Review update) (Resolution No. AC0008/20)

- Development of the Draft 2020-2030 Long Term Financial Plan ((Resolution
No. AC0004/20)

- Procurement-Rolicy-and-{Framewerk) o noned o 12 May 2020

- Asset Management Plan — (Work Plan/Schedule to address issues) (Resolution
No. AC0003/20)

- Local Government Risk Services (LGRS) Risk Evaluation (2019) ((Resolution No.
AC0006/20)

- Internal Audit Plan 2020 ((Resolution No. AC0007/20)

9 (removed —

Resolution No. AC0009/20)

- Agreed actions status update — from internal and external audit (Resolution
No. AC0005/20)

- Audit Committee Work Plan (Resolution No. AC0009/20)
- Quarterly Budget Review — to be provided for information

- Quarterly Performance Review — to be provided for information
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Item 3.5 - Attachment 1 - Audit Committee Workplan - Update

23 March 2020 - Report from Chair of Audit Committee to Council

12 May 2020 - Brown Hill Keswick Creeks subsidiary (Presentation)
- Strategic Risk Register (Quarterly Review update) (Resolution No. AC0013/20)

- 2020-21 Annual Business Plan and Budget (consultation) (Resolution No.
AC0010/20)

-+ 2021-22 : 2029-30 Long Term Financial Plan (consultation) (added) (Resolution
No. AC0011/20)

- Audit Committee Work Plan (Resolution No. AC0014/20)

- Agreed actions status update — from internal and external audit (Resolution
No. AC0012/20)

) isationalRisk-Register
| int } it reports (Cash Handling Internal Audit

- Quarterly Budget Review- to be provided for information

- Quarterly Performance Review — to be provided for information
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